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[—ASBSESEIRIR - Commercial General Liability Insurance (CGL/GL)]
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[_ LR BLRIR - Umbrella / Excess Liability Insurance]
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For the secand year in a row, manufacturing
was the top-attacked industry, according

to X-Force incident response data. Finance
and insurance lost the top spot by just ane
percentage point in 2021=after holding

the title for five consecutive years=and i
in second place again in 2022 by a larger
margin of nearly six percentage points,

5. REDMEYIR
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IBM Security's 2023
Industrytrends - x_Force Threat Intelligence Index

Share of attacks by industry 2018 - 2022

Industry 2022 2021 2020 2019 2018
Manufacturing 248% 232 177 8 10
Finance and insurance 189% 224 01 17 19
Professional, b_usiness and 6% 127 87 10 12
consumer services
Energy 07% 82 n1 6 b
Retail and wholesale 8.7% 13 10.2 16 11
Education 13% 28 il B b
Healthcare 5.8% 51 6.6 3 b
Government 4.8% 28 74 8 8
Transportation 3.0% 4 51 13 13
Media and telecom 058% 25 5.7 10 ]
24
¢ Previous chapter Negtchapter 3 42

CYBERSCOOP Topics v+  Special Reports  Events  Podcasts Videos Insights

RESEARCH

Ransomware attacks surge against US
manufacturing plants

Cyberattacks against critical infrastructure continues to increase and some sectors, such as

manufacturing, take the brunt of abuse.

BY CHRISTIAN VASQUEZ « FEBRUARY 14, 2023

Rolis of goivanized steel sheet inside the factory or warehouse. (Getty Images)

he manufacturing industry suffered at least 437 ransomware attacks in 2022, SHARE |7
making up more than 70% of these types of costly and disruptive assaults
that industrial companies faced last year, according to the eybersecurity firm
Dragos.
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Advisen Limit Distribution by % of Counts Auto Components Peer Group by
Auto Components Peer Group by Revenues - [1B to < 5B] Revenues - [1B to < 5B]

10

For Cyber/Tech Risk | All Policy Years For Cyber/Tech Risk / All Policy Years
Range % of Cumquatwe
usp Counts
5m-10m 20.0 100.0
2m-5rm 80.0 80.0

Advisen Limit Distribution
by % of Counts

[ Program Count: 5 |

Range USD

% Distribution
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<YRIDTE =il >
Aggregate Severity Distribution

The Aggregate Severity Distribution represents the potential losses a company may experience given a cyber incident. It is
based on modeling and running 50K simulations about this company and ranking the incidents by estimated loss.

S62M4
S40M+
$20M+
2.8M 4.5M
an i 163K 428K, 1M - —
3411 O O O = —0-
50 B0 75 a0 a5 90 925 a5 97.5 g 90.5 99.9

Percentile

* 1% of the most severe incidents exceed 526.8M.
» The most severe 0.1% of incidents may result in losses exceeding $61.7M.

. ?BRP



— 5. RIEDMEYIR

N—=RI=TYDb - RIRBERD LR PHERSOHIR
BAREEDZ R, BIEEFEOEZE(LICEDIFIC2019FELFF) \— RY =4y M\t
WTW3,

BT BRUEBITAR-v—OARSVIYIRIR, BESERRER O LRE
RIR. BB RRBEDODEB T EFRMBH RS,

©2023 Baldwin Risk Partners, LLC. All rights reserved. 27 $ B R P



5. RIEDMEYVIAR

N=RI=TYb - RIRBIFEOD L FPWBIEAS OHIR

©2023 Baldwin Risk Partners, LLC.

Average Premium Changes, 1999 - Q1 2023
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s @D California Wildfires Growing Increasingly Severe
wouna I S O Acres Bumned by Severity® (In Millions)
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Cedar !’0%" Dt Souroe: Monitoring Trends in Burn Severly dara provided by LLZ. Forast Benioa.

Source : https://lao.ca.gov/Resources/Forestry
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B Webinar Legal Disclaimer

You are attending a webinar (“Webinar") presented by Baldwin Risk Partners, LLC, on behalf of itself, its affiliates and/or its invited guest presenters, if
any ("BRP"). The Webinar is made publicly available and is offered free of charge.

Your participation and/or attendance in this Webinar, or the receipt of any information from BRP in connection with this Webinar, is not intended to
create nor does it create a broker/risk manager, legal, medical or other relationship between you and BRP. The content, including links to other sites
and publications, included in this Webinar is not intended to constitute comprehensive insurance, risk management, legal or medical advice. You
should seek individual advice or other professional advice before acting or relying on the content or information in this Webinar.

The information and materials provided in connection with this Webinar is provided “AS IS” with all faults. BRP does not warrant the accuracy,
adequacy or completeness of the information and materials provided in connection with this Webinar and expressly disclaims liability for errors or
omissions in this information and materials. Except as may be required under applicable law, no warranty of any kind implied or express, including but
not limited to the warranties of non-infringement of third party rights, title in, merchantability of or fitness for a particular purpose is given.

The information and material provided in connection with this Webinar is for informational purposes only and is not intended to provide insurance, risk
management, legal, medical or other advice and should not be relied upon in that regard.

Certain names, words, titles, phrases, logos, icons, graphics or designs shown or shared in connection with this webinar may constitute trade names,
registered or unregistered trademarks or service marks (“Intellectual Property") of BRP or third parties. Intellectual Property belonging to third parties
are used under license. However, the display of trademarks or Intellectual Property in connection with this Webinar does not imply that a license has
been granted to you or any other third party to use that Intellectual Property.

To the maximum extent permitted by law, any liability which may arise as a result of the participation or attendance in this Webinar, or with respect to
its content or the information contained in it, is excluded. BRP will not be liable for any indirect, incidental, special or consequential loss arising out of
participation or attendance in this Webinar, including without limitation any loss of business profits.
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Director — BRP Global Japanese Practice

Global Energy & Manufacturing Industry Leader
alex.kamano@baldwinriskpartners.com
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