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Traditional Paradigm shift Future
FMEA, FTA, HAZOP etc Analysis based on STAMP

Hardware only

elﬁhl Everything drived
= O

E by software
1940 [ 1960 | [ 1970 | [ 1980 |
*FMEA *FTA *Bow Tie (CCA)
*HAZOP FTA+ETA
-ETA

Existing hazard analysis methods
were estublished 40 to 65 years ago.

Xz 1 HE:IPA

Increasing scale and complexity of systems
(loT, System of systems(SoS))

Element for
control

ontroller : L 3
C Virtual projection of
Algorithm ” Process model controlled process

>

Control action Feedback data

Element to be v
controlled ~t Controlled Process

Xk 2 HE#:MIT

F-D—02avF(THI->T, AE (2018 £)3 AIZ MIT M5 STPA N\ RTvoMN RSN =, F/\>
ROwHE 3 B(ZIX. VRTLIVS =TT E STPA OEEAT=ICBHTRENT -, HEFEI TR
BT RIDHERDIZRIHASNTES STPA BNSA T AL EELTHRATESZENBARSN T
EEITKREL,

IPA [E.2017 & 11 BIZIE 2 [ STAMP 7—433v7 in Japan 1 ZB#ELS. F1= 2018 & 3 AIZIX.

1 http://www jari.orjp/tabid/112/Default.aspx

2 System Theoretic Process Analysis: STAMP I2i#ICE D, HEEATAHEEEM TIRIEZEZ DR EEN T Fi.
3 https://www.ipa.go.jp/sec/events/20171127 .html
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2. MIT STAMP Workshop 2018
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Kk 4 Fa— )T7ILNE—E (HE:MIT) ZEIZ/ERK
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STAMP A2 rAZ -3 & STPA & CAST D}

2 STPA-CAST M T77")7T—23a> (Dr.Thomas)
(Prof. Leveson)

STPA 4> hA% 49332 (Dr.Thomas) FEBEDER &fE A (Prof.Leveson)

STPA 7% Y AN\—tFx1)T412FI1+5H STPA(Dr.Young)
CAST 4> ba% 3> E4l (ProfLeveson)

AobRF o v FEEEREIN, LT OBETSITEY ., BEAFIEAVTEENLERZRYAL
T,

https://www.ipa.gojp/english/sec/complex_systems/stamp_workshop.html

4 https://www.ipa.go.jp/sec/tools/stamp_workbench.html#outline

5 Causal Analysis using System Theory:STAMP EHETILDEZICE DN E=FEEL T,
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FERIEARP 4761 (ZEMFHHTOCRHARSA2EAYYR) ( ARP 4754/ED-79 (M ZEHE - X T Ln
RARETOER)IZHENT, REMZEHORR LT MM ~D STPA BRAEHE, BAMIZIX STPA
H ARP4754 KU ARP4761 JL—LT—IIZEDKSIZEEL TS ERL, STPA D RFTER
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AFEN, EXGEHXEICEVETON TS, STPA IZ L 20 RiTZe el s LTI
Do

B3 6 STPA-Sec T—3')> % 7 X 5T4ifli (Hi 82 : MIT)
System Engineering “V” Model wlth STPA in GM Safety Process

\ « Accident, Hazard, Losses Identification
v+ Initial Control Structure(s)
\UCAs

ngh Level Requirements Opefanons Changes (\ Reti t/
Replacement

Subsystem
Verification Plan

« Identify Causal Scenarios and Factors
« Detailed Requirements Allocated to
System Elements

> Q
Development &
Implementation

Phase

+ Generation of Test and Evaluation Requirements
+ Manufacturing Constraints Accommodation

Implementation

KX 7 GM #tDt—T7T747 Ot X (HE:MIT)

SAECKE BB ERMIR)#itLSe DTFIZHEINT- SAE-STPA HREIBNDERIRIT+—R
HY. 15026262 £ & T, STPA D a&ﬁﬁﬁ[-ﬁgbf5@5%5@%(-%&%@]’&LTL\60

FEEOHMIELTOEY,

<RO—7> EPEERORLICEAFZFLUTERELFMETAERIZHE VT, STPA DX LR

EIEFRME,

<BHI>ZOEBIIEBEDFIE. BEIED HML, BLUVBRETEIZHTS STPA DRELFER
[CEALCEBEEREARADRBAFEMEL TS,
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(4)STPA £xa!) T4 (STPA-Sec) DT—3') 4 (12
EDHRAEITAX) EHI

AFIT(Air Force Institute of Technology:ZZE K THAZEAMIZ&LS

STPA-Sec MDEFHEHWDr —RARAT 4 TIE, LT D RAR

éh'f: . Focus for

Nearly All
Cybersecurity

-EDESIT STPA-Sec A tFaUTF(BRERZHBEELEHT A0
KIINT—SVI T TEDDM?

*STPA-Sec & USAF (United States Armed Forces: KEZE)
DHEEEBECATLIZEDIIITHEATESDMN?
*STPA-Sec DA—TA)TAERZHEBDHDDIZEALHLE
FENHLIDM?

Vulnerability Analysis,

System
Vulnerability

QOur Focus

Mission

Impact Analysis
Threat Analysis

AEHIMREEES . BEI T, MEASFTOHPTIV 3V OE

SR RABRIZBITABESICERZE LTS, (BFK 8) X% 8 MiS5 N #T. BB ST, BIRES AT
(88 MIT)

AEFTETRDESIZ STPA-Sec DT—FVU T AXNHOTRENT=, COAXIEUTOFIET
Hdo

BRI TEN/ T—IL, ZITANLSNGELMER NF—RERD. NALR)LOFIFIZE A EFa
YT4ERELTHET 5,

" RIZT—FTIOFvnEL. BETILER, EE BEEOVMO— LR Fy—, OV E— LT3
URHMREERLT, RSN fztXa) T4 EREZRD D,
BEBITTHAUNHTTORRETILER, TORRETILESR. PMV /)1 — PMV J4—R/\wH%
REHEHREL . ERDFOAFERK. V&Y TOERERET S,

WEAWMHDST —FTIF YD, THAUDALRILOFEHIEZTLD. HEBZRYIRT,
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Concept Analysis
Purpose/Goal
Unacceptable Losses Initial Security
Hazards Requirements
High Level Constraints [

G S

Increasing
Level of.
Detail

Architecture Analysis
Model Elements
Responsibilities
Functional Control Structure
Control Actions

- Control Action Analysis Table &

< Refine and Iterate >

Refined
Security

Requirements

Design Analysis
. i"'if'rocess Model Descriptions :
- Process Model Variables (PMVs) [
- PMV Values
*  PMV Feedback

* Causal Scenarios [Provide V&V of i’rocess]

Preliminary

Design Specs

K& 9 STPA-Sec T—3')> % (H 82 : MIT)

SOT—3V T AXDOERDEH. $FE. FAHBERE. STPA MBEKRE. STPA DHEH
MOBENE., . ATy THAUTORTREA T,

- Architectural Design
SURCETE ARANES Analysis Analysis
Determine Security Detetitinie
Purpose — E Determine Design-To Criteria Build-To
Requirements = AN
Criteria
Difficulty Easy Moderate Moderate-High
Level of Domain Expertise Req’d Novice Advanced Expert
Level of STPA Expertise Req’d Low High Moderate
Amount of STPA instructional T _— Few
materials available ) ! )
Duration Hours Days Weeks
Number of Steps 4 Steps 5 Steps 5 Steps

K& 10 STPA-Sec T—3') >4 AR EHE (HE# : MIT)

3. STPA /AR Tw4

AEF 3 AIZARENT= STPA NIRRT VI SERWEREZRH T DO TIIEL, TPz TOF A
HEDSELTDHETEM TH D MIT O HP ITIEHFEREXKICAAREREBE SN TS,
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CCTIERINYRITYIE 3 ETHICIRREINT -, STPA ZLATLIVY
ZTIT I ARG I — A FEFANERT 25 EZERBNT 5,

KK 12 [FEEEMGEORAT LIV Z7Yo5 70RO VEETIL(F=1E
A —B—TA—ILETIL)EEIRAELI=E D TH B (T4—K /3w —TF1&

ERIEDT=HIZEBLTLND) , KK, STPA ZIEEEMLATLIVDZ STPA HANDBOOK
7V TavRIZEDELSIIKETHMIERL. FOFT STPA DFEEE Navcr G, Lveson srmmvess
*ﬁ%aﬁ?f%brl’\éo MARCH 2018

BAREVEETILOMORAETOCRETILAHEINELNIELD, ZDIE
EWNGE V FETILNOEBEENATHERT HEIFELLNETIIEL, =12
LELEHRNV F ELHD 2 2OTOER) FEETHY. ChHAEBINT
WA ESHBTOERTE—TTAIVTAONGELD AT LERBET RETIEIR
LY,

HFE 11 STPA NIRRT VIO RATLERDIOSZ7) 0 TORRIZV AT LREEBNEZRIZHE

(HEL:MIT) TENIE, REGHREL-5T T T R2ICET ST =ZT7Yr )T
ANMIKIBICHIBRTE D, F-FRYMNBY  aAMEB R ERELRAEFND,

~“ANLOREEROER
“RETIEHEOER
~-ANNBeRTRRNTIER

~REEPTORD
LATLAROMH UM AR, &P, SATLEL
~LAFLERD
LB
SRAE -BAORE~0 STPA OEM
~LAFLEREHHOREL

A= EROER

~T=EFoFrRHARYS
~STPA EREROWME &£

“LATLERRERE P . -
PNFARIA L ED =X ER DB REB-METNMEONE

(AR PLTUIRTTES)

LAFLTI(vE
L]

-BH-MRCBrIRaRRTOER

“FAFCRBNT SERDER
-NERHORN

KK 12 DRATFLIVOSZF7Y)STOEAAD STPA O#FES (HH:MIT)

PIFAAAGTFARETF AL ERORS
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4. IPA ORY#EH

KIJ—4239TD Welcome RE—FTL IV HEZ(IL, BARD IPA
DEFAA EL T, STAMP Workbench ¥°HATRELSE 11 AIZ IPA HE
{#L1=5 2 @ STAMP 7—45 3y %8B L=,

ML XSTAMPP Z2E LD D STAMP ZIEY— LA $H B AN, LY
Fhit STAMP HIEEM STAMP IR ED-HIZHFELI=-LDTH-
—C\
EERTEEDOVATLOREEBHEITORMEBICES0HEXRIE
FBY—)LIEMIZ o= EED -,

Z M STAMP Workbench [EZEEERRT =27 )L YT ILT74A
ILAESIN.IPA DEEBEHAPIUSHUO—FRIEETH D,
https://www.ipa.go.jp/sec/reports/20180330.html

K% 13 Welcome Speech & ¥

STAMP
Workbench

STAMP BRI ET heRTSE
Workbench

= 1 DiEXiE
BEER - WEORDUEN SR | el WS REY b

cEE J——————— - IDEBRE (WU EREEIE)
ﬁﬁ! uﬂ#mb(‘.ﬂ = « UPINGA LETILEDS
« BERHED/ (S I, WA

BHEAREENEL. S i S nnm s .
X IR KU FIRSET L

HOEL e REN R | BRLEY R KitirE e | BB RIRIES &
SEn e

U8t il - HETFIRESBWindow + BAFEF LA AR —ILDLook & Feal(AIR,
ARNZEHEET IO EDSteph s T EAMDIE STAMPICH5 #8973 I 4EDIZabDL ook & Feel
Step 0 (m@2) + CSEDAFEY —)L & L TOHORIMEEIME - —REDSH UL
T HO-NARSIF v -ORE - EmE, e ORAEEDR-

o - -EE

STAMP/STPAIC R #IL =53 FM & output =35 M
25 [FUHTOSTAMP/STPA) ([CiE# L1 &Stepd R st il FIR =Rl
BB . EFA

OHHETD MOULVERSEFRDSHFEENN
> ELzAL o ®WIDE |1
WROLRATRRERE * RERMOUFPINDALBIT 005700

TR MBS RN AR YD oz PREMEL S~ (SEC)
IPA iz sy SEC 2salmamenss

X Z 14 STAMP Workbench 5L (H 8 :IPA)
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ALY STAMP 7—433v7 in Japan (X IPA IZKYBRESNDFETHY .. SELERREHFLL,

X ALUR—FORBICEALT, Z0FRAM. EFEME. AWM EEOTERZEFO—YIZDONT, #FE
ERUREENEY HEMAMAILGLRAETDEDTEHYFE LA, Tz KLR—+DF
A ALR—FADBERDOFIRICE>TEEFEZH--HE L. WEBRUNEENET HHEM
AIMAGLEREERILDTIHYEE A
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