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DORIG. REZZT-ZEDOEBHBEORE. FHRERELGE . ENAUIIITETHBENLGT M\ —t
Fa)TARAEDEENEHLNTIND, CIP [TFvVIARAXELZ>TEY . FyP)AMIE>THED
HIETEFA)TADDELGRYNT—IDEHBEZEHEANL . FBES LICHELGXROERAENEDHLN
TW3,2016 &£ 1 BICIEZRHFELE/NN—D30 6 HERIRILXF—IRFIE B = (Federal Energy
Regulatory Commission:FERC) [Z&>THRESIN . CNFEFTRKRABRLGREMOEEREETFRELTLY
AR OBRETEENS LY,

B1%& 13 [£. NERC 0) Critical Infrastructure Protection Z#2 4 29 YA &> TLNVS,

59 https://www.ipa.go.jp/security/vuln/TAXIIl.html

& http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
http://searchcompliance.techtarget.com/definition/NERC-CIP-critical-infrastructure-protection
http://www.subnet.com/libraries/nerc_cip _documents/guidance for enforcement of cip standards.sflb.ashx
http://www.tripwire.com/state-of-security/requlatory-compliance/nerc-cip/hello-there-nerc-cipv6/
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<NISTIR 7628: HAKSA4>>

K EAZER AT AT (National Institute of Standards and Technology :NIST) (£, RX—kJ1JwRF®D
HAN—EX2)T4IZBATEHARSAELTNIST IR 7628 #12HELTULVA, NIST IR 7628 Tld., &%
AYTAEH VRIFEHE . RX—FTUIRDEREHIBERY—IL BAT—2EH/IBEDTSA/1\—~D
MY BB ARGERIESAN—LTHEY ., EARPBHFORLLGEEENFIRATETEIABTLLE->TLY
%, EBOFERATIE. LTD 5 DDATYTEBEETEX 1 TAREETIENTEDY,

A—R7—R (EREH]) DFEIR

1) R &F i
AY—rJ)yREER T DB DN EE
X)) T EHDER
AX—rTV)IR~DFEET A

AR

<NIST Cybersecurity Framework: 2 2#Y—IL>

NIST AM2#E9 5 NIST Cybersecurity Framework (NIST CSF) (&, ENRHEECEBEA I8 K%E
HEELIZYAN—EF2)TADHARSA2EMEDTULVD, NIST CSF (&, a7 EFIEND 5 DD Xl
TAEES L TATERENDIRIIRSAVCDEAED 2 DTEEIN TS, A7 NP TIEHR L4
XAV TADEHLESBIFRELTHRAGIEENEINTEY ., ChoZ&(ITEXa)Ta5HEZEITISET
BEDYAN—tX1)TA~OBRYMBADIKRESE DM EEFIRIET LN TEDY,

B3& 14 OEIELNIST CSF Qa7 EH->THY . AN NIST CSFEFRAL-BEIZBONIDITIERDA
}_:)&ﬁorb\éo

&1 hitp://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx

%2 https://www.smartgrid.gov/files/nistir 7628 .pdf
http://nvipubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf

®% |dentify (4%3€) . Protect ({5#) . Detect (#%0) . Respond (x{5ix) . Recover (818) D 5 DD t¥11) T#EE,
5 hitp://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
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DeNTIFY
proTeCTS [

DETECT
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rRecover [

TIER

Hi88:NIST. Praetorian®

NIST CSF &, ARG ETEANEATEY., KtFa)Tr13% Tenable Network Security #t&KER
E <%t Dimensional Research #t A KEAD IT #H#f7E 300 AL TITo=HEIZLDE. 84% D%
M NIST CSFEHAN—tFa) T4 TL—LT—ID 1 DELTIRALTEY. 709D REHER LN IL—
L= ERZ TN, 1=, NIST CSF ZEIERALTLAREDISE 29% Mt ASE DR REHELTK
i, 28NN HAFEDFZEZHDERELTROON=F=HBALI=ELVS, NIST CSF 294 /3—1%
BRISERT2E1EHHTHY. 2016 & 4 AIZBH#ESLT= Cybersecurity Framework Workshop 2016 T
[X. Zurich Insurance #7EEHMDRIEE A NIST CSF DH A /N—RBDIVRIBEADFEARIZDL

TEMLIz. TORNRIZESENIST CSF ZFATHETHAN—EFaA)TADIYRIICDODVNTERD
HERENEFL RIESH. TO0—h— RIEDOSIZZTRELEDRTERZEZLLTARY. KYRLY
RIS R AR THT ZEICDEABDTRANAERTNEY,

<Cybersecur|ty Capability Maturity Model : B2 2Z#rv—IL >

DOE [&. BARTFORERITICHA/N\—tF2 )T OERYIEAZ B2 TES Electricity Subsector
Cybersecurity Capability Maturity Model (ES-C2M2) #12#tLTL %, ES-C2M2 (X, Y (/s —EFa)F
ANDOXEEIE ., LN FI—VDEE. MBORANTS0T 1 AOEREE . BELXEOEEIE
PDIBELGE . EICREDIRDAVMDEN X2 T(FMETIE Y —ILEE>TNS, %
DY AN—tF2)TAADRIGIKRZE . R BE. BIIGHH FHRER. AL T 10 REFITHIT,
IR E 4 BBSICH T TEET 5, ES-C2M2 TlE YA /N\—tF ) Ta D3 GKIR O FFE AT
NEDAHTHY. RERIEENRFTTILENH D=0, #BYRL ES-C2M2 ZfFE-1-FFliZiT>T. #
TRRERRT DBENH D,

<Smart Grid Maturity Model : B2 Z#rv—IL>

Carnegie Mellon University 0)‘J7I~'717T:ﬁnl=fr Software Engineering Institute (SEI) [, A<—kJ'1)
YRDEYMAIRREHERTESECEZHY—IL Smart Grid Maturity Model (SGMM) Z#12#L T 5,
SGMM (&, RY—rJ )R DRBAEFEFEMIZRL, BEDRAI—FUIRDOE KR LEY LB TSR
)V —REIBEBEL. XM GEAICAT-EEBEITHICENTESIEHDEZMY—ILELGLOTNVS,
SGMM [FEMERELG-STEY AY—FT Y YRADERYA DN TEEE, i, &l ERALGE 8 D
DRBFICONTHRALGEBADEEEZTVD. T TNORAEEL 6 EEICH T THEEZTI. SEROH

& http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
https://www.praetorian.com/blog/nist-cybersecurity-framework-vs-nist-special-publication-800-53
® http://static.tenable.com/marketing/tenable-csf-report.pdf p.2

57 hitps://multimedia.telos.com/blog/empowering-nist-cybersecurity-framework-cyber-insurance/
% http:/energy.gov/sites/prod/files/2014/03/f13/C2M2-v1-1_cor.pdf
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BRICDOWTKRET DHEEICIE. SEI hiEREEZ Tz SGMM Navigator MDY R—BNBELLD,

SGMM ZEBALTWWAT XL 2011 FDOB AT 120 #IZOEY . XKELSMZE T O T7HRETEASH T
%%,

% 15 [&. Smart Grid Maturity Model DI EEAS>TULVS, EDEIE, 8 DDHEFL 6 BRFEDRAEE
RICEED-LED T, TOFICEETNTNOHREDERBETERTRERENEIN TS, TOEIE.
FHEZATOT-IZE DA A—DELG->THY . HEDHREDERENS BIRET SBRBEETICRYBLNER
BEHRTELLSITESTLVS,

B3 15: Smart Grid Maturity Model

8 Domains: Logical groupings of smart grid
related capabilities and characteristics

SEI Smart Grid Maturity Model Version 1.1 ?
i Em !l-l—--u-—-- [ e E Vasqomrt E‘* iw— :l-n—-—.-— . 'l-v--u-——-
e - - E == = ‘

- - :
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3

2

1 ————— e leeeesesil== == {———mmsma—
q"..:

_-.--‘-—--_-__

6 Maturity Levels: Defined sets
| of characteristics and outcomes

Stralegy, Organization ~ Grid Work & Asset Value Chain ~ Societal &

Management . Technology ~Customer . .
& Regulatory &Structure  Operations  Management Infegration  Environmental

This is where we aspire to be in X years

Compass results:
where we are today

Hi 88 : Department of Energy®

< Cyber Security Evaluation Tool: B2 EZMYI+ITT7>
ICS-CERT (&, EEXVATLDEFX2T4F @M AIEELLY TRI 7 Cyber Security Evaluation Tool
(CSET) 2L TL %, CSET [£. NERC CIP %> NIST CSF REBBD X 1) T4 REERN—RIZ &

& https://resources.sei.cmu.edu/asset files/Brochure/2011 015 001 28227.pdf
http://www.sei.cmu.edu/certification/opportunities/sgmm/

0 http://energy.govisites/prod/files/SG%202010%20Peer%20Review%20-
%20Smart%20Grid%20Maturity%20Model%20-%20Austin%20Montgomery,%20CMU.pdf
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HORTLOELRFECATLOYAN—EX 1) T4 O ERRETFETETEYINIT T EEHSTLY
%, CSET [FBERRRLEN. EX2 ) T4 BEEOCBELTLH2X ) TALRNLERERL, RYFT—IHT X
FLEREFEELTHERTRE. X1 TR MICHELERANAEBER SN S, FFEERIL . MG

RELX 1T/ DBEIBHOBERLLLICLR—FELTH AN S,

B3 16 (L. Cyber Security Evaluation Tool DEE &E> TV,

B3 16:Cyber Security Evaluation Tool
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Tag Jrocm 5
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Criticality ﬂlm vI
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BB CSET 4.0 - Sample Control System Assessment

File Options Help

I [=] £

| Options '\ Info ’ NIST SAL } CoRV6 | Assessment Report I
T
N A Global Assessment (CoR) Organizational Security
(| A@“fsim"‘"‘ @ The organization establishes |
o [ Options ich
policies and as
& [£] Assessmentnfo Does the organization establish policies and defined. @
o (] NIST 8AL procedures to define roles, responsibilities, behaviors ot i
¢ I CoRVE 2. = . $ £ g The organization does not implement =
and practices for the implementation of an overall . d
¢ 3 Global Assessmer| securlly program? policy and p as ﬂ
¢ (A Security Policy § defined. |
[3 1. Security Not applicable.
¢ 9 Organizational {

Does the organization define a framework of

The organization defines a framework of

o~ (3 System and Co
o [ Information and
o[O3 System Develoj
o (9 Security Awarer|

as
management leadership accountability that defined. @
3 roles and to approve The organization does not define a
B 6. Third-Part cybersecurity policy, assign security roles, and of i -
D) 7. Third-Part coordinate the implementation of cybersecurity across accountability as defined. (_J
the organization?
o~ [OJ Personnel Secy Not applicable.
o [ Physical and Ef
o [ System and Se = s =
o [ Configuration M [i
o [ Strategic Plann for: e sociatly frogram.

Responsibility for control system security
within the organization includes sufficient
authority and an appropriate level of

funding to implement the organization's

Xe: Homeland
@ Security

15

Hi 88 : Department of Homeland Security "

" hitps:/lics-cert.us-cert.gov/sites/default/files/FactSheets/ICS-CERT FactSheet CSET S508C.pdf

https://ics-cert.us-cert.gov/sites/default/files/FactSheets/ICS-CERT FactSheet CRR CSET S508C.pdf

http://www.novasame.org/presentations/ephs-2012-dhs.pdf

2 hitp://www.novasame.org/presentations/ephs-2012-dhs.pdf
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5 EFEICHITIMYMEH
(1) EIB-HBAFICE DY (/3 —2F 21U TA~DIMYH

a. EFBAFOERYEH

ANIBIETIE. EBEAL IS AN—tF ) T(ZERERELE DT, #HRAGMYMBAICLYTER
HEDEIEIZDEN 2 ANTBHETEZEA U IJICEEL- RO EARBGERYIEAE, 2013 F 2
AlICHEN-X#HES 13636 5 (EO 13636) EA#MEBKIES 21 5 (PPD-21) THY. D 2 DTIL
NIST ADHAN—tFx2 T4 TL—LT—IDERP. DHS [CEEAVTSDEF2) T4HRIZRIT
=ERYEHMNEYIAENTE=", 2014 £ 12 BIZEIILT= National Cybersecurity Protection Act Tl
DHS RIZERE SN TLVS National Cybersecurity and Communications Integration Center (NCCIC) M
SEHIHERZBAREEL =",

2015 & 2 AIZF, EREDH A N\—tFX 1) T+ DFHREBFOREZ B ELI-KHEST 13691 5 (EO
13691) &7, H A N—KEBDIEIRESHTT S Cyber Threat Intelligence Integration Center (CTIIC) AV7k
TARNYREE(IZEYRIT SN, KFES 13691 BT, YM/\—tFX1)T/ICET 51EHREEE
BEEAUI7S0OENFHOMIBITEIZITS5HEK ISAO (Information Sharing and Analysis Organization) 0
U6 EFARESNTVSN, EBEAVITDRHILITIRHREBFZITSEA ISAC (Information Sharing
and Analysis Center) &IFE7%Y, ISAO TIEREFPEFEV ST EFHEMMNGERYEAACHIBE T LDF
BEFLE KURRGH A N—EX 2T OEREAZEMELELDELE>TVD,

2015 & 12 AIZ@EYAN—tEX )T DF|R{FICEI SiEE Cybersecurity Information Sharing
Act(CISA) B RXILL .. RE (X, YA N\—tEF 1T O BRICET FREBFLMOSELEFLTELE
[ZRhNBNIENEDHLNT, 2016 £ 2 BIZIX. RTANIZMDH A N—EF 2T DREMAE
BB & E &L T Cybersecurity National Action Plan(CNAP) DRI, YA/ \—tFa) 7158t EE
SDHREP. 2017 FEFHICETDHAN—tEX2)TBEEFED 190 ERILOEELNEYAENT-

79

o

b. M EBFFOERY A

MBFICKDEBEA TSN Y AN—F 21 )TA~ORYIA L. EFF—LOEREEICK>TENHS
NTWB, H)THIL=TMIEYAN—FX 2 ) TR IE LI R GEF—LZEILE LIFTEY., MDEHE
I /5 (California Office of Emergency Services:Cal OES) ICE B4/ ISR ENDETEKEL T Critical
Infrastructure Protection (CIP) ERFAMERE SN TLVD, 2013 FIZIXBBRAROEELEZELTMEHE DY
AN\—tF2)TF+DRELIZERY#EL Cybersecurity Task Force (CTC) MRS THY.CTC IZL-T

™ https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-
cybersecurity
https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-
and-resil
https://www.insideprivacy.com/united-states/congress-passes-four-cybersecurity-bills/
S https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-
information-shari
https://www.whitehouse.gov/the-press-office/2015/02/25/fact-sheet-cyber-threat-intelligence-integration-center
" http://www.boozallen.com/content/dam/boozallen/documents/building-the-next-generation-isac_fs.pdf
https://www.dhs.gov/isao-faq
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-
information-shari
https://corpgov.law.harvard.edu/2016/03/03/federal-guidance-on-the-cybersecurity-information-sharing-act-of-2015/
" https://www.insideprivacy.com/data-security/cybersecurity/white-houses-cybersecurity-national-action-plan-cnap-
includes-cybersecurity-awareness-campaign-creation-of-federal-privacy-council/
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YA N\—tX )T AMERBMNSERT S CyberCalifornia 1 =7 F I 36 EIFoh =2, 2015 &
8 AIZIX Jerry Brown MEFEIZELY . YA N—KEBDEHENEF—L ELT California Cybersecurity
Integration Center(Cal-CSIC) BERILINDLE  BRA LY A N—EF )T/ DEMF—LMNIL LTS
nTWBY, 2o, H)THIL=7 MDA HEEEE B £ California Public Utilittes Commission (CPUC)
DB BE DA /N—tFa)TARBEBFTOISL CES-21 AL EIFTHY . REXEHLHFTEET
BHRIAEETIRE  MBEDH A N—tF 2 TA~DRYBEHEEDHTLDY,

—a—3—IMIZBFBHAN—tEX 1) T K TIE. EREEICLIMYMBADEDHONTNS, —a2—
A—IMBAFDH A /38—t F 21T «(E. Enterprise Information Security Office (EISO) M—FIZ#H-TH
Y. ®&ETFIZIE., BABIGF—L Cyber Incident Response Team (CIRT) ®t¥a!)F4FHZE Cyber
Security Operations Center (CSOC)#ENEEE SN TLVS®, 2016 & 5 Al —=2a—3—7M D Lz
BENAN—EF)TA~ORYBAZRIET HEEZRBIETEY . AIEETIE. EEIVTZD
X2 TERIEF B IZKREL D ITT. OV A N\—tF 2 T/ICET2FEREEDRIE. QTR E
EDEEDBIE. QYA N—tF 2T OB ELHTEMBBEORENTEHONTINSY, ZDHih, 27
—r)YRDBEREETHER SN 00— 7 L New York State Smart Grid Consortium Tl, ER
EEITED YA N—EX 2 TAEEDRT—N YR OBYMBHEEDHTINE®,

(2) XFRAKCEFEORYMAH

a. XRHEEORYMEH

BN FHOERFAAKTIE.NERC BNFILELEST, HAN\—X ) TADHARSAUERECEREEL
EIZMYMHA TS, B#EIL. EARFICEITEHAN\—tXa)TsDEHREEEIEL TS Electricity
ISAC (E-ISAC) ZEELTHY.E-ISAC IZIE 800 L LD E 3,400 ALLLEDEMRMASMLTLNS,
E-ISAC TlX. S E Ot EFD ISAC MhioFEonf-tX1) T/ BT 5FEHREN K 2—THD
Security Operations Center NEEDTEMF—LIZKDIRHEITOTEY., Y1/ —tF2)T4IZBET
BEHUSMET AN X LPBRKELREEBAVNEREZRYE-> TS,

E-ISAC [&. ENRMADKHEBEZEEL-EEEEE 2 £ETLICRAELTHY. 2015 F 11 AIZIEEE 3 [E
B &4 AT GridEx 1A BHfES . 364 DR OBUFHBEA D 4,400 & LLEAS LT, GridEx Il (X, &
NRBEADERAGRBEERELZDFTIAARIETHELNILD T, ENRMEEERTILXEIHELZR
(FT3GE DI F VA EBFA—IILTRITMOTENENSRIGEESD . KT A b/ DX, DOE, DHS, k&
DI LHABRELBFANSFIF ISR ET RIEREEL>TNDY  BARKADKEEEEL]-
VA FHAN—KBETTHL, BERADRKO—V ORE. EEFRFTONE., SFABEAN-EE
BN  BIEMAED A, ERED KB LV >-HALRABNEEINTISE,

8 http://pelicenter.org/wp-content/uploads/2015/11/Pell-Center-State-of-the-States-Report.pdf p.9~13
81 http://pelicenter.org/wp-content/uploads/2015/11/Pell-Center-State-of-the-States-Report.pdf p.9~13
82 http://www.sgip.org/wp-content/uploads/SGIP-White-Paper-Cybersecurity-Information-Sharing-in-Electric-
Utilities.pdf p.5
8 hitp://pellcenter.org/wp-content/uploads/2015/11/Pell-Center-State-of-the-States-Report.pdf p.26~27
84 https://www.nysenate.gov/newsroom/press-releases/senate-passes-legislation-strengthen-cyber-security-defense-
new-york

http://nyssmartgrid.com/
8 hitp://www.texasre.org/CPDL/Spring%202016%20Standards%20and%20Compliance%20-%205%20-%20E-
ISAC%20-%20Dave%20Halla%20and%20Darrell%20Moore%20-%20for%20posting.pdf p.4~6
87 http://www.nerc.com/pa/CIl/CIPOutreach/Grid EXINERC%20GridEx%20111%20Report.pdf p.1~3
8 http://www.iso-ne.com/static-assets/documents/2016/04/a7 gridex 3 results.pdf p.11~12
http://www.eenews.net/stories/1060029575
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revenue-direct-spending/
https://castro.house.gov/media-center/press-releases/homeland-security-committee-passes-castro-cybersecurity-
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