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18 hitp://www.federalnewsradio.com/wp-content/uploads/pdfs/pps_cyber.pdf

" Bring Your Own Device, HADENA LT NA REEBTHERTHEEET

18 https://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/GISWS/FrostSullivan-(1SC)%C2%B2-Global-
Information-Security-Workforce-Study-2015.pdf p.20

19 http://vww.computerworlduk.com/blogs/infosecurity-voice/security-awareness-is-not-enough-stop-people-taking-
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%, BWT 4/ —DIFEFIHEH IAPP AR T 5,
1FLUEOEBRBREVELL,. EZR)TPI0Y
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—= 7 H#RETHIEEFMEISC)2A R,
Certified Information Systems gf;_) ;; ﬁ;ff;igiﬂtgf4u;fﬁwigﬁgﬁ gf
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éggﬁ;;ﬁ;ﬁ Certified Information Systems | 2& B THY. 5 FLL L DOEHERBRILE, 1FHR
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7§\¢E{/\o

Certified Information Security TRUAVRUANILDEREF L TAICET HEKR

Manager (CISM) STHY., X VTAHNFUR AVTSATUR A

2 hitps:/iwww.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/GISW S/FrostSullivan-(1SC)%C2%B2-Global-
Information-Security-Workforce-Study-2015.pdf
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DUTUNEBIEEEXRET D, ISACA KR,
AT UG E L= BRBIEETHY . Y A/3\—
WEDORM, KEFZORH. fBEOIHLREER
5, SANS Institute LAV R4,
BARMIZEHEL-ERRBITHY . RARMD AT
LORBOBENT T4 DG EEH’RD  SANS
Institute 21 AV 4,
ot R IEEREEICER

NODEBERBEEDFTHEHICEENSLIDA CISSP THY. 2014 FLAEDH A /\—tFaT1DK
AEERD 21%I2H1=% 4 75 9,493 4% CISSP #EHICLTLVS, CISSP DIREEIE 2015 F 7 AR
£ 6 A 5362 AFEH., ZLUET TITHAN—EF 2T DBIZHINTWAERONET=6, ERIZF
CISSP #E# L3 5R AT LEZRIIDREABNRKECEYTULVENEEZ LN D, Security+|EREH
A 3575 3,634 AL EHET BRASIE 1 5 5,452 HEBIHIZDHRND, CHITRBERE A ERE
N EDITB=0I2 Security+ZHAPIBAN B DELTMEECANBNEAZ N =DTHE?, £
- ACEB THOoTLER BN E > TV ABAIZIFB SN 2005 L VEE . R EABRBIIEEMRT
BIEmASHHZ B2,

BE 10 (&, YA N\—tEFa)T/BEDRAKEERDIODREER L RLI-ED T, EMNKRALK. KE
NERFAOREEREL >TSS, BH . RAKIZDOLTIE 2014 ELEDEDTHHH., BHRBIID
REEHOBHRIIBEHRICK->TELS,

GIAC Certified Incident Handler
(GCIH)

GIAC Certified Intrusion Analyst
(GCIA)

B& 10: YA/ 3\—tFaT(BED 2014 EORABEEBZAOREEH

353634

70,000
W Postings

Holders

60,000

50.000

40493
40,000
34167
33,640
30,000
20.000 15,831 15452
10,730 11,750 i
10,000 —— — — 8,400
5,882 5,436 4920 I -
3942 2,133 o mpy=3,000
1,413 A 2,202
. | B =] = -

Certification:  c|ggp CISA CISM Security+ GIAC GSEC SSCP CIPP GIACGCIH GIAC GCIA

Ratio of Holders to Postings:

Count

A https://certification.comptia.org/certifications/security

https://www.giac.org/certification/security-essentials-gsec

https://iapp.org/certify/cipp

https://www.isc2.org/sscp/default.aspx

https://www.isc2.org/cissp/default.aspx
http://www.isaca.org/certification/cism-certified-information-security-manager/pages/default.aspx
https://www.giac.org/certification/certified-intrusion-analyst-gcia
https://www.giac.org/certification/certified-incident-handler-gcih

z http://burning-glass.com/wp-content/uploads/Cybersecurity Jobs Report 2015.pdf
http://www.csoonline.com/article/3021031/it-careers/which-certifications-matter-most-for-those-new-to-security.html
5 hitps://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/GISW S/FrostSullivan-(1SC)%C2%B2-Global-
Information-Security-Workforce-Study-2015.pdf p.18
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http://burning-glass.com/wp-content/uploads/Cybersecurity_Jobs_Report_2015.pdf
http://www.csoonline.com/article/3021031/it-careers/which-certifications-matter-most-for-those-new-to-security.html
https://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/GISWS/FrostSullivan-(ISC)%C2%B2-Global-Information-Security-Workforce-Study-2015.pdf
https://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/GISWS/FrostSullivan-(ISC)%C2%B2-Global-Information-Security-Workforce-Study-2015.pdf
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H#:BurningGlass®
INEDERBEEIEBAFDRZEIZHZILTON TS, EFH#4 (Department of Defense:DoD) &, B
FEECREEENIEZEOENT —FEFEoEBICHMUGEICIE, M LI-ERBIEERH TS,
NN EEBEEIL DoD HKR&HBHEEE DoD Directive 8570.1 [CEIWNWTHESNTHY. DoD LRED
HERAEET S ETERREIA DoD DKRDEIAMDBERKITEHINTNSS,

3 HANR—EFa)T1DAHEROBMYMEH
(1) REOIRYMEH

a. JAR-PL—=J DOiEA

REGEEVAN—EF1)T DAMOHEREERICHLIGRYBEAEED TS, XKEFHLE
Lockheed Martin #1 TIEH A /N\—tEF2) T DAMEBERDT=HIZ, BEHIHN G 1,600 ADtEF2) T4
FEOREBIZEROERERBRIEDZVO0R-FL—=UFEERLTWNS, VORF—Z VT 1L EES
EBERBRIETEX ) T HINTDIEZLITAEEBHMLIZEDTHD, BIZIE. EX2UT4T7FURE
DF—Lho 1 AZRhE. FiR. BRG] EEBRGEDELGLIMEANRBSIELIILET. HLLRIET
THAN—tEX2)TF4DAVE 12T LU S HROERRILICDEAIHBEREEE ., X1 T4
WOEZEILITAZENTERS,

Ff-. A TIEIRBEOER I —TCTEHEN ——2 T ZHA AL ERYBAEEHTIVS, Bt
RPIZEF 1) TADRHEITSEF 1) T11E#HR 22— (Security Intelligence Centre) #5RELTLVA,
CCTIRFAMAICN —=05 0 HEEELEDEFICHANEDETEX AT DEMBEELNTL
5, BMEFHLESVEEL LX) TADEFIHMIEDIC, REISLTEROEFFERICTIERT
BI=bDEERTHS X2 T41-9)F 52X (Security clearance) ZEG S TLVS, ChHDERY M.
EEDRICN —— T E B SR ETHEMNARAT LTI E2BIELERTED AMER A EERLE:
HLDEESTNEGY,

B 11 I% Lockheed Martin #t DX 1) T11EHRE 2—EHE-TULVS,

2 http://burning-glass.com/wp-content/uploads/Cybersecurity Jobs Report 2015.pdf
= https://www.isc2.org/dod-8570/default.aspx
https://www.isc2.org/dodmandate/default.aspx

% hitp://www.afcea.org/content/?g=Article-cross-training-empowers-cyber-experts

27 hitp://lwww.afcea.org/content/?q=Article-cross-training-empowers-cyber-experts

10

Copyright © 2016 JETRO. All rights reserved.


http://burning-glass.com/wp-content/uploads/Cybersecurity_Jobs_Report_2015.pdf
https://www.isc2.org/dod-8570/default.aspx
https://www.isc2.org/dodmandate/default.aspx
http://www.afcea.org/content/?q=Article-cross-training-empowers-cyber-experts
http://www.afcea.org/content/?q=Article-cross-training-empowers-cyber-experts

JETRO

—a1—3—UE&Y 2016 F 1 A

B 11:Lockheed Martin #DtF 1) T 1EH 25—
B Pl s
_—E—J \

H B8 :Lockheed Martin®®

AR —ZUF LT TIZERDOLETERINTEY., hFH5 D IT ££2% Herjavec Group #tIEv 0 X -
fo—=2F%#FRALTAMEBC. YA N\—tF )T DR B TREEREL-BIH|L%E>TLNVS, 2003
FITHRIALIREEF 1) T OEBEY—ERZRBLTUVVA, R ELEBIZ IT H—EXBEFETIUR
LEEEILAL T o= EELARXD P TRIMNAN —CH—ERZFBHDIEEIZIE. EXa)T1Z2EDS
=HOICBERLI-EDOEMEBEE YA /N\—X 2 TAEBMA~NEEGH ST, VOX-FL—=2F 2KV EREF
A)TABEMEBEBEERTSAEETM o>, CNICKYRRIEEF 1T DAMERESE. h A TLEH
DEF T4 H—EREBEH (MSSP) &Y, MEILKE LI —Ov/INERRL TS,

b. ¥IalL—avv—iL

HAN—tF1YTFADN—Z0 T DD I —4—F IR T I EAHTETNS, KAV Fr—
% root9b # [EEF VT DI=ODKRGEY—ILERELTEY. Z0OHD 1 DTHSH DAEDALUS (&
HAN—EX1)TADL—ZU T BY—ILELSTWS, BAY—IILIEA— —DREBE T THRRLEIFY
TDHAN—KRBEZBRTEDY—ILTHY. YAN—KHEBF 2L —230FBHIETRINTI—IDEE
HOREOV AT LDME M EHRT HENHEDS, £z, AVE1—52-T4L PV R(QVE1—FiE
)R EICHFERATESLO. ARV AT LDBAIZBIT5ER X1 TAHRMEDNL—Z0 5%
BEDIELRELTREELRSTIVSY, FttlE DHS XA ZEEE Boeing #EZMERKATHY.
DAEDALUS &L X1 T1Y—ILEERIHLTNSY,

ARALU®D IT ££% Indra #£TIE. 10T DEF2UTAL2aL—2aVNAEELR D R T LZFREL TS,
2015 £ 11 AIZERIN=RHD iPhalanx [ LGS A N\—BEZBIHTESY—I/ILThHY. M/ \—
KEPLRADRIM, AVE1—2-THLUPHR £F )T DFHELREEITITEMNTES, iPhalanx (&
EEOEF1TAEF U A—HEDEREZED-RFORBEFEZNEAATNTEY . EIZHER T
BFZE AT (National Institute of Standards and Technology:NIST) N2t 3 2 & DM BT 5T —
AR—ZDIEREIETHIENTTREELESTULVS, iPhalanx D KELHHIE 10T DL 3al—avizd
FRATELEATHY . ENAMILTNARYL 10T TNRAREIZIaAL—4—BELTORTLLETEBSEL T

2 hitp://www.lockheedmartin.com/us/news/features/2013/fighting-cyber-threats-with-a-fleet-of-security-intelligence-
cen.html
http://www.csoonline.com/article/2938567/data-protection/robert-herjavec-cybersecurity-company.html
O BFRBIEALE D DT — DB T ORITEITRS RN,
31 hitp://www.prnewswire.com/news-releases/root9b-announces-daedalus--the-next-generation-cyber-range-
300095972.html
http://boeing.mediaroom.com/Boeing-and-root9B-Partner-to-Offer-In-depth-Cybersecurity-Training
http://www.cbsnews.com/news/former-nsa-intel-officials-take-new-approach-to-cyber-defense-at-root9b/
B arEa—4— L TEBROUBOEEEEMT SV TNYTT,
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DAIZHARAL ZENAIRETH S, iPhalanx [T TITEBOKRZTHEASATEY. EXa)T/DML—
ZUTICHBTHIEEEEEH TS, BX 12 (L. Indra #tDEF 1Y T4HEH € 5—EH>T VS,

H&K 12:Indraft X)) TSt 52—
ﬁdru -

5 i
Hi#: ZDNet®®

c. YA4N—tEFXa1)T/HEBEDAFr—i%E

ROFv—REDOHIZIFHED A ETHAN—EX 1T/ DAMEREL. DEAESLAMERZN TS
H—ERZFRHELTWEHHEH D, RUFr—1 % HackerRank &£ TlE. B#tD YT H A+ L TREF D
IO TFITRLa—T 42T (TRTIIUT) BifiieT AN BEDRODRAFIIZIYFLIEZAMER
MLTWS, TTICHESFAS 100 EAULEDIVSZ7HATRANEZ (T THY. RZFRALTAMZEF
FTHEEDORICITAXIZEE S Goldman Sachs . K IT ©£% Amazon #t. K KF/INE Wal-Mart #14:&
PNS, BELAMERRGETLREOH D HAN\—X 1T/ DHBLETERANGFIA TS,

Cybrary #H[EHAN\—F1) T DA USAVEBEEZEHTIRELTEY.. £ENEFLTAMIZI29H
TEAHLITHEHTULVS, EE 3,000 KILMS 5,000 KILHOIMWB Y AIN—tEX )T DATAVEELE
HCRETAILTHEBEZED . HEILHTM 8 vATH 16 FADI—HF—HEHMOHY—EREFIH
LTWS, BHODESRRETILIILEISHA/N—EX)T4DAVTUVEED ARV Y —L1Eo1=
TEICEI—HF—ADIVFIVLNDOBEEEZ TS, XTIV 7EXIETHIEEFIHEB Women in
Technology LRIET 24 E . A BLENOARZEHTNSY,

B 13 (L. Cybrary #t DA AV EBELLEOTULVS,

3 hitp://www.zdnet.com/article/from-iot-threats-to-forensics-how-this-simulator-is-helping-sharpen-cybersecurity-
skills/

3 http://www.zdnet.com/article/from-iot-threats-to-forensics-how-this-simulator-is-helping-sharpen-cybersecurity-
skills/

36 http://www.cnbc.com/2015/05/12/the-cybersecurity-talent-war-you-dont-hear-about.html
http://www.cnbc.com/2015/05/12/resumes-a-thing-of-the-past-hackerrank-hopes-so.html

& http://thedailyrecord.com/2015/01/13/cybrary-it-launches-free-it-training-platform/
http://www.cio.com/article/2975324/demol/traction-watch-cybrary-helps-fill-gap-of-1-million-unfilled-cyber-security-

jobs.html
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B 13:Cybrary DF > SA1EE
WEBAPP (PART 3) SOL INJECTION

Back to Advanced Penetration Testing NOT YET COMPLETE — Change To

[23:20:11] [INFO] heuristic
in able (possible DBMS: *

heuristic (parsing) test showed that the back-end DBMS could be 'Microsoft SQL S
erver'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y

do you want to include all tests for 'Microsoft SQL Server' extending provided 1
evel (1) and risk (1)? [Y/n] Y

[23:20:33] [INFO] GET ‘id' seems to be hased blind - WHER
or HAVING clause' ir

3:33] [INFO] GET par ‘i is 'Microsoft SQL Server/Sybase AND error-b
WHERE or HAVING cl 3

Previous Lesson

(2) BAFICKHEYHEA

a. EFPBRT

ERBAFIEBASECEERED X 1) TAEZRLIER=HIC. YA N\—EX )T DAMERE
FEBRIZH D TUIND, 2015 & 3 B A/\TK#MEX IT PBFOI LS 7EEOIELZBAMIZHEEE
FRIREZE{HE TS TechHire 1= 7FIEHERL=. COAZSTFITIE. DR ELIRELBHELAHM
DIVFUT  QEVEHKDIN—=2512 1 BRILDOERE. QFEENEVSHAORHBEEDINL —=
VY —EZRDEA, D 3 DEHRHELTWS, EAMICIE IT ICEELEEREN —=2F DS EIR
FTHAZI2—TAZHHICHATHEVSLD T, MBOLELEDERTOYTSLDIE LIFRZEERIFIC
BrADEDEMINL—— 0% RIMT 5, AA=7FI DAL EIFRFIZIE 300 ttD %L 20 #mhA
SmERBALEY, 2015 F 11 BIZIZRAZS7FIOEENRAREN, 14 B TAZ2=T4AUb EIF
Shf=&L5%,

B 14 [X TechHire 1 =L 7 F I & H KT 54/ \IYK#ffELL-TLNS,

% http://www.cio.com/article/2975324/demo/traction-watch-cybrary-helps-fill-gap-of-1-million-unfilled-cyber-security-

jobs.html

https://www.whitehouse.gov/the-press-office/2015/03/09/fact-sheet-president-obama-launches-new-techhire-

initiative
0 hitps://Iwww.whitehouse.gov/the-press-office/2015/11/17/fact-sheet-white-house-and-department-labor-launch-100-
million-techhire
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B3R 14:TechHire 1=

ST FIERRY BT/ \IKMHE

NATOM
EAGL

H#: National League of Cities*:

2015 £ 11 BICIEK#ERLIO SERBAFHEOHFLVEF2)ToHAF5 42 £LT Cybersecurity
Strategy and Implementation Plan BFExRINf-, Ch(TRFE 6 AICHREL-ABEER (Office of
Personnel Management: OPM) D KIREGIERAREEZ (T THINZL DT, BEFERERELT AN
—REICHLTREVVRE., di5. BI18% 13 EFISROIABRELO>TNS, SHITHA/N\—EF 1Ty
DAMEERTBOITHLOVAAIRSAVDREE. FRLTVWARFICDOVNWTELEH DI LARDOLN
1=, OPM [ZCDEFEEZ(TT 2015 & 11 B AMBTRELTWDH A N—EF 2T/ DRHOHRESE
LEEFICEELTHY. AEEZ T TAMBERICEKIEELZY,

b. BUFF#ES

TR DY AM/N—tFa)TADAMEMIT-OIZ HRRGH TR N ELDIAMDBERLEH LN TLVS,
2010 & (231 b EIF 1= National Cybersecurity Workforce Framework (NICE) (&, 4/ /\—tF 2T
ADAMBRZERRTELL CGEBAEENRALTEBE IO SLERETEI/=OFFIEGE->TL
%, NICE li NIST ZDELTEE 20 EFASMLTVNS, A= 7F I TIHILU T ORYMEA D ED
HNTLE™Y,

o HAN—TFXa1)T(DEZREE:DHS OFETEHOLND, HAM/\—EF 1) T4 2—2y
FOFIBIZDNWTEREZ RO BE LX) TR DENEIEREFHZEITD,

o HAN—FTXa1)TADHE:ELFFEHE (National Science Foundation: NSF) ¢ F 4
(Department of Education:DoED) DFETHESHOND, HA/\—tF ) T ZBELI-IRED
TO7S L% EBEE. BELHE. BEIRTOTSLETREGRMET 2.

o HAN—tF21)TADAMHEER:DHS, OPM, DoD, 3574 (Department of Labor:DolL) A3
IDEFOTHED D, COHRTHEFIZ DHS RIZFRE SN TLVS National Initiative for Cybersecurity
Careers and Studies (NICCS) Kb &> TREAMEKEED D, NICCS TIE, FrUTEEBEL

1 hitp://citiesspeak.org/2015/03/09/what-obamas-new-techhire-initiative-can-do-for-cities/
42 https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-04.pdf

3 hitps://www.chcoc.gov/content/special-cybersecurity-workforce-project

* https://www.fbcinc.com/e/nice/about.aspx
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F=WOWADEDIZAUSAVPHEETON —=205 705 S LEREEL . BFEER TIZEA4 540
VaA—REABLTLSY,

F1z DHS TIEXEESFIHF LY AN—EF2)TADON—=0 T OBEFIREL TN S, EEHIE
VAT LERIDELEEREF 1) T,Z RS DHS 2T 0 ICS-CERT (Industrial Control Systems Cyber
Emergency Response Team) Tl&, EEMLGEEHIEH AT LDHA/N—F2)T(L—=2 T %17
HLTWS, COR—=271F 5 BRIZhI-oTITEOI ., ERBAUITSDFAL—5— IR AU Y
Th o TRARELREEEFEL AT LAICEDDAERRELIZABRLLG>TWS FL—=25 D 1 HEE
2 BEREBHLGRBELEXLT4Y—ILOFENAZFN. 3 HEMLIE 40 AOSMES 2 F—LIC
DONYAN—KENSOBHEHAZERET 5.4 BEISSHICRBULZARTHY., 2 F—LHAKEAE
EFREMAI LY R IV —ILEFE > TRELHHDEAZERETHIEELD, RIEBICEFTEEHELTT«
RAhviar i iThhnbd, 20 5 BEICHE=H2N—=VF DOBRITEHTHY. REDEDNEINDE
BNEFE->TNSS,

c. BEMG

RELEELTHAN—tEFX 1) T ORARZEDHIERLEH TS, EFRBFDOIEICLYEESNDIE

EFEE MITRE (X ITZE80HRALGTV/O0—ZHA T HHETHY. 2014 F 10 BMBIEFAY—FUK

RELEHELTHAN—EFX 21T OMEEEH TS, CORMYMA L. NIST HEDHIEREEDY

AN—tF1)T4HFEEFE National Cybersecurity Center of Excellence (NCCoE) D —Iz&L T

MITRE BBESNF=LD T, MIRBR T/ = F =y TERALZA) SR RZRICEESN DS, 1=

COMRMAKE. ERBANIZIET L ERHARMHK > 22— (Federally funded research and

development center:FFRDC)® 1 DT#&%HY.FFRDC M 43 DM EHAEDFTEYD Y A/ \—tF 2T

ADHEFRRELTIEEEDHTNDY , A—FURKRZLSMZHT 597 K% (University of Delaware)
ZIELHET D 9 RELHARMARLTULKIENRRINTEY . BEFEEICKDI YA /N\—EF )T HR

AIAEOTIVE®S,

(3) HEBEHEADIMYMH

ERBAEKRERBEEBALTHAN—tX 2T DEEREIESHIMYBAEEDH TS, [HEE
E%E Ryathon #HDAEICKDE BEVHARD BUNHAN—EFX1) T DEBEHESABOINT .
B1% MY A /N—EF ) TFADHEBEFDLEDIZONTHSHENENSITENHLM>TEY?, KEMDH AN
—tEX )T DX Y)TNRERETIRMYMBAMNIEEO>TLNS, DHS LERREFRER (National
Security Agency:NSA) (FH R THA/N—tF 1T ORRARLHEE KRFEHEBE~NEET S National
Centers of Academic Excellence (CAE) 5% &L TL\%, CAE TILIERRFE (Information assurance) .
Y AN—TATIVR  FAN—FRL—230D 3 DORHTREMBICHRELZBFT IR S LOHYR—
FERHELTEY. COHRDH A /N—FRL—23VIE LD NICE/ZFFID—BEL>TINDY,

* hitps://niccs.us-cert.gov/education/education-home
46 https://secure.inl.gov/icsadv0416/
7 http://www.mitre.org/news/press-releases/mitre-partners-with-university-system-of-maryland-to-operate-new-

cybersecurity

4o http://www.udel.edu/udaily/2015/oct/cybersecurity-affiliates-102814.html

https://www.staysafeonline.org/download/datasets/16847/Securing%200ur%20F uture%20Closing%20the
%20Cybersecurity%20Talent%20Gap.pdf

*0 https://www.nsa.gov/ia/academic_outreach/nat_cae/index.shtml

https://www.nsa.gov/academia/nat_cae cyber ops/index.shtml

15

Copyright © 2016 JETRO. All rights reserved.


https://niccs.us-cert.gov/education/education-home
https://secure.inl.gov/icsadv0416/
http://www.mitre.org/news/press-releases/mitre-partners-with-university-system-of-maryland-to-operate-new-cybersecurity
http://www.mitre.org/news/press-releases/mitre-partners-with-university-system-of-maryland-to-operate-new-cybersecurity
http://www.udel.edu/udaily/2015/oct/cybersecurity-affiliates-102814.html
https://www.staysafeonline.org/download/datasets/16847/Securing%20Our%20Future%20Closing%20the%20Cybersecurity%20Talent%20Gap.pdf
https://www.staysafeonline.org/download/datasets/16847/Securing%20Our%20Future%20Closing%20the%20Cybersecurity%20Talent%20Gap.pdf
https://www.nsa.gov/ia/academic_outreach/nat_cae/index.shtml
https://www.nsa.gov/academia/nat_cae_cyber_ops/index.shtml

JETRO

—a1—3—UE&Y 2016 F 1 A

CAE ZHELTHR—IFZIFTTLAIKRED 1 DTHAH/—RAATAFRKEDv—O Y MK (University of
North Carolina at Charlotte) Tl&, CAE DY R—FZKYHA/IN\—tF )T DH)F 215 LEMRE IR
EFRESE TS A F AT LTREEINGELEEFTHAN—EFX)TsDEMERAELTEY. BX
RAZHRELTAVEL—F-THL DI RD =D EEHE ST Computer Forensics Lab 04k 2 % A—H
—DFRYRT—HOHEBR O —/N—HFRBE SN T IT Infrastructure Lab NAEZESIN TS, =, M/ —F
Fa) T4 T2 2—CyberDNA TlEtFa YT BHISOVTHALGHENTHOA TS, D,
CAE TlE 2014 £ 7 AI2=a2—3—%9 K% (New York University) & 5 #MNSML ., £ 5 EZERA NSA
THHEEZ (T2 48—y T DHENEZ oD E | BALBZENMTEHA TN,

BE 15 [, /—AHhOSA4FRESY—OVMRD YA /N\N—tF 1) TAZBDHRFELEOTND,

% 15: /—XAA ?4_1-\7c+*/n‘y MROY AR —F 1) T12E

Hi#: YouTube®

51 http://sis.uncc.edu/academics/cyber-security-academic-program
52 hitps://www.nsa.gov/public_info/press_room/2014/cyber ops ctrs of excellence.shtml
%3 https://www.youtube.com/watch?v=E 3elUibwuhl|&feature=youtu.be
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4 REBBFEANDEYEH

(1) HNEEEDOEIM

ABEBICLDIHEZIIRZVEDD, HRARGEHICKYR KL EA TGN, KRXFEIES*E Verizon #t
MYAN—FXF2)ToLBERFZAWNICDOVNTEED L AR —LT Verizon 2015 Data Breach
Investigations Report]IZ&kd &, 2014 EITRELEEF ) TAAUVTURNISHRLET 7 5 9,790
HIZDIEFY ., ZFOHP THHBEREDLITICESEXATAAUITUME 3 BBIZZLEAED 20.6%% 5
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[EHAN—HBLYLEL, F1§68.9 BHEAE>TLSS,
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AFxIVT 0.1%

Hi8: Verizon®’
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%5 http://www.verizonenterprise.com/resources/reports/rp_data-breach-investigation-report-2015_en_xg.pdf p.3
%8 hitps://ssl.www8.hp.com/ww/en/secure/pdf/4aa5-5208enw.pdf

57 hitp://www.verizonenterprise.com/resources/reports/rp_data-breach-investigation-report-2015_en_xg.pdf
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%8 hitps://ssl.www8.hp.com/ww/en/secure/pdf/4aa5-5208enw.pdf
%9 http://www.raytheoncyber.com/rtnwcm/groups/cyber/documents/content/rtn_257010.pdf p.6~p.8
80 hitp://www.solarwinds.com/company/newsroom/press_releases/threats to_federal_cybersecurity.aspx
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&1 hitps://www.us-cert.gov/sites/default/files/publications/Combating%20the%20Insider%20Threat_0.pdf

%2 hitp://blog.vormetric.com/2015/01/30/top-3-surprising-results-from-the-2015-vormetric-insider-threat-report/

&3 http://enterprise-

encryption.vormetric.com/rs/vormetric/images/CW_GlobalReport 2015 Insider threat Vormetric Single Pages 010
915.pdf

http://enterprise-
encryption.vormetric.com/rs/vormetric/images/CW_GlobalReport 2015 Insider threat Vormetric Single Pages 010

915.pdf
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DEMNDENDH D, TEDEEBIIREEDLIRCEENEREZZTOLH

FSRARSYT [CRIFLEHBRAREE(CEEZERITHENH AN, EEBEREECEIZH N

(%) FECTHFYDEREROREBDEREE>TLESIY—ADH D, FSAE
FoUTTIE. REBIZEIMEEZEHFY . REBDERNEAEMNEDHH]
BEEMEERLTLNS,

QRO EEH

NI BRI LB FROEHICITV IV TDI—R EDRRTIV  BEER. RAHEROSHA
ENFEFoND, AEEZEBEICREEE. TUOZ7. J0757, EERMN S EHELTHREBFRA
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MEFEVNSIET. RXENTRBEROT DOITERADREEZASEEERT
60

b. [REBEDITBLEITOVWTHEREXFITSTOEREZBEATE) ERICLIMEERIT
FF54E  REENBELLTVWITOELREBATH, IRIUAVM EFXa)T4. AE,
ERRGETHEBERET D
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% hitp://resources.sei.cmu.edu/library/asset-view.cfm?assetid=30310
% hitp://resources.sei.cmu.edu/asset_files/TechnicalReport/2008_005_001_14981.pdf

21

Copyright © 2016 JETRO. All rights reserved.


http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=30310
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=30310
http://resources.sei.cmu.edu/asset_files/TechnicalReport/2008_005_001_14981.pdf

JETRO

—a1—3—UE&LY 2016 F£ 1 A

C.

(BEOHHTH OV TDIHEBEXEILL HBEALDLIFE]: XELTHETHER
ZREL, RIBEEDTHZUSEATESLIIZT S,

Q@ NEBBEICIDIHEADOH

a.

[(ERELSFOVATLANDT I REZEOCHICEIRT SR —ZEET L] RER
YT = RTFAT VAN EBEO-REEDT IV EAEEZEOH)ICHIFRT H-ET. AN
BEHEDKREOHIZTRLT .

[LRTLEREICE>TRELGREFIRERO TH]: AAEBECBDEULDIRT
LOBEZEHFAITHEMBIEEBALLRBZHLTLEILO. VAT LERICLER
BIEZROTHES

(EX2UT4R)L—, BE, RGN REEELTECLT, HMMICHETKRESR

BCEIISTR]: AMEBEEICLHILITDIL 61%IFHEIMMICEELTREFETIILS

MRFBUEREV T EMEKETHAO., X1 T4 RO — LB EEZRET HETH
BOWRERLY .

(2ENE/ISRT—FOERICEHYT SR —Z2EHL. REBICAMSES]: NEEE
HICKDLTD3HD L AMUDTHIVREE LD THY  OREBEDTHIU+D
NRAT—REZLEVNST—REEHRONT=, CDF=8 NRT—FOEEIZET H R
Jo—EHESE S,

(BEMLETHIEBROR)—2ERL. BET S]] FERARD/NNYIRTTHY
VhDBRM. THAIUCDEEREFRELEDER. XRATHAVUIERRT A /-0
BROWER. 2TV OER. THIUCDOEMLICET HRY S —ZER. BET S,

[(EEDHZTOJSLDI—FERATE-OICHERL, N—FITF . YIFIITF. >
ATLEBREZEATI) ABEREDORICIXEFICEEDHHI—FEFHARAH. FD
O—RZBEHTHIRT 5705 S LEHRAATW =0, BEEOHZ IO S LPI—KE
BRI TEDVATLEEATLHIEL KON,

(VE—MMERICHLTEBO X 1UT(ZEATH]: VE—MERM S IHEERRICT
JEATERVNRIITT BLE . R GEF 1) T+ RKEHE LD,

Q@ MNEEBEICLOIHEDRA

a.

[(ABEBEEZRNT A-HICHELIRATLOOTEERIIATLEREL. O
DBRBICNYITYTLREZHZB] LD —ATIX. BENTHhI UM FEHATE
Bhot=Cémn, AT DEBHCKYVABEREICLDIILTHARELTLNS, ZD=H. A
JHEBERTHEVATLEBATELENEHNEROSNTINS, T-. AFERHE IO
NILEADEHEIZEN THAZELXZRMLTWNS=H, BIZOTE2/1\vIT7vTTHIEL W
ETHD,

22

Copyright © 2016 JETRO. All rights reserved.



JETRO

—a1—3—UE&LY 2016 F£ 1 A

b. [RBBEEZHEI HESICITEMBELRBICAND] L ADKEICIIAMBER
BEOBEDAVE1—F—TGREEHRTIIENANELDIEELH DO REEERGE
EMHEEZERT %

@ WEEZIT-HEDEIAE

a. [EELRATLOERHEBOHHCLENTESIR)S—VOFIRZEATS]:LKOHDT
—ATIE, ET—2EHRIRLLIIESIET 5. VAT LEFIARAREICT 5. *ubD
—VICEEZSIERITEVFRENIMONTIND, CD=H . RBEEEDILITIZE
PEENRELLGRICE. EEGVATLEZRRICEIBT 5-OITRELGERFMSLR
FMEHERTEER)—ZBALTEL,

b. [FT=2DN\yIT7yFPOEAEHEEICL. EHHMETRAMNETTS]: REEEE DL
FTORIZFN\VIT YT T—EDRIRIZT TEL T—EDEMEN TV AT AT EEL &
Wofer—RERoNT=, CO. T—EDNYITITITEVWTERAREDH DV R T
LZEBAY D,

5 byl

BAN—tF 1) T4 T —XBBAEEY . A\ —EF 1) TABEED R R G HI B O IS KR
BENTNSG, ED—AT. REZESAMORBAKRELMEITLSTETWD, EFa)TAAMDF
RIEBRICEEELT . 2JAVNL—TIHRZNGL>TETEY ., SEBNLIEIIC. EEETNETHL
PHRAGEEFZBELT RO A N—tX 1) TR REZIEIAMDERIZBZH TS,

T Y AN—ADEBRELTREGOTETVL DN AEILELRE DA BB TH D, TEBMALT=
&I, REETIIABDIDEZS T HZET, FUMBRMGRREITALBVNREFANEA TS,
SDRINZ HAN—EF2)TAIZEN T, BFTAECHIERMREED ST TH AMBRC AR
DEORTLRETAMIDBANEETHY . ELTAMBERGECRFRVKRHZES 510, HREIMG
HIEER O >TEDLIENEETHD. _cNEENETHLRRTH S, SEHBA LI KETORYEALS
EITRBDTIEIENESSD,

X ARLR—ME ERLESEEHFEFALTHERLTLSLDOTHY . ALR—FOREBITEL T,
ZTOERAM., B, WM EEOTFREEFO—YIIOVT. WEERUVREELFTRE T HEHN
A HIREEZET HLDTEHYER A, Ff-. ALKR—LDZEEN ., KLR—FROFERDOFIAIZL-
THEEZHBEL. WEBRUREENFTE T SEBANAGLIEEZEILDTLHYEE A,

23

Copyright © 2016 JETRO. All rights reserved.



