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HFELULD] E—MEHEECHTUENTBLANILET, 2TH B/ —tFa2U>+r] TH
Do

BAN—EF21UFTr DER

REBMEE [ExRY/\—tF+1 U5 #E& 2016 (National Cyber Security Strategy
2016) | [CBWT. BAN\—tF1UFrZUTDLIICERELTVD, ELITERFT
—H—DFRRIEDERE L TOYA N —HEICEERLTVD ETBNEEHEND,

! Horst W. J. Rittel and Melvin M. Webber (1973), “Dilemmas in a general theory of
planning Policy Sciences”, Policy Sciences, Volume 4, Issue 2
https://link.springer.com/article/10.1007/BF01405730

> REOYA N —tF1UF1- PFUZMSOETY>) (2017 4 10 A 25 H)

3 HM Government (2016-1)
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o FIRU—EX \—=RDJx7. VYILIIYV. BLUEEA>TS) . SXAFALICE
Miz7—4. BT —EXR%Z. RIEFVITR - BE - RIEERNSTFDT &,
(---"cyber security” refers to the protection of information systems (hardware,
software and associated infrastructure), the data on them, and the services
they provide, from unauthorised access, harm or misuse.)

o S AFLDOHAEN. TFa1 VT DFHSTBFIERNICEL(FERO>TEIERIL
EAREHBSO. (This includes harm caused intentionally by the operator of the

system, or accidentally, as a result of failing to follow security procedures.)
SEZFTIC. BARBRFDERIFUTDXLD(CIRDTLSD,

AN —tF2 VT~ ] &E BFHAR. BRBARTDMADHEICLIDT

(FRFITDZENTERVAR (UTFZDORICHENT MEHHHB] LS. ) ([EX
DEcixaN. XEFRE=. EESN. EULERETNDBIROTA. BRX (L
EHEDB LE T DMDHXBIRDOLZEEEDTZH [ BIMBELONIIFIRS AT LKRT
BIBEERY MDD —DDLRZEERMERIEDEERDTZH (CHBIMEE (IBIRERERY
hD—OX(IEHEIHB N TESNIZEIRICARDERETREAR (AT [SHAEHREAR] &
WS, ) ZBUEBFTEHICT T DRENEEC K DREDH LEDTZH [CHEIRTE
BZ=0. ) MEEUSN. ZOREHNEY) (CHIFEESN TLWDSZEZN D,
(BAN—tF21UFTBERE - £ (KA £ (FH) ) *

YA\ —DHRTIRFFPREETDERG. ER. FOUI S LFREH. /\ U7 EX L
(Hacktivists) >4 DICAETLDIFEND, B/ —KHEOBKS., ®iXBN. BRAFE.
BUA - EFEEMN. HEERIRIREZIX(CHIZD. WEBEBNBAHHED ETDIEHRE. BEMWE.
BRT—5. EBROESBHERE. TEXTHXTHD. REFERESHKIL - BEHLLTVD,

ERTZ2EREENS(E. RECERZERESFEEFNIERICBHESABDL DY 1/(—
WEREHNZAIDEE—ED UMW EBFFERHEL TS, EOHRT, £<ICO>T70DE

4 http://elaws.e-

gov.go.jp/search/elawsSearch/elaws_search/Isg0500/detail?lawId=426AC1000000104&o0p
enerCode=1#5

)WwEYS (AYE1-4. AT A FYRNT—IANDTERA) ZFIFALUTHERN - BUAN R REZFIRULSE
9 BEENZR, hack & activism hMBODEFKEE.
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BARE SN TS, ISIS (1RSLE) EWSZFOMMIICDONTIE BdEE B,
EFREEEDIEEENICER > IS 2B T EEBEESNDIN. BB ITSADYA
IN—IE(FFRENKRE . ENRITORENZB I 7 OMESDECAFELRNEND
DO BT DIEFE TEH BE,

Y+ )\—BED—HE

5~6 FRIE CE. HA/N\—tF1 VT FELUTEROZERECENDDIHBBEEERS
NTHEH. BREEED ITHEIEESHBEAESITLSBEELEEBIMEND RANE
MIZoTze UL, BEEREZRS YA/ LRERBLTHED. XFRECCHITDIYA
IN—IREBE LS —TREN—ED_1 —ATEAREIRESNDIKLD(CRRDTZ. BELUTE
KRICROEDEBRILGY AN\ -IREBEDHIZF EHTZM, 2016 & - 2017 F(FHA/-REDE
BHEKKROEHCELD. [UA/)\—tFa2 U5« ] I—MAEECIROEFLOEEE
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ELIT TIFU54 (WannaCry) | BEDTILITT (Malware) °lckBoO0—/ UL
WY )\, ToT #EZBA LRy bRy b (BOTNET) '(CHLD DDoS INE™,
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ZHOENIVID I 7REIRE, DD TIFRMN DK DIRFEDEED Y 1)\ —-IEHITHNN
BEICIBDTVND, COSBEZEOTOCRICHIDINAK B (Jx10) Z1—RR
EPERIFH A /)\—tzF 1 UFr DFilE & UTIRZ TLVRM D IZillg TiThnic Z E YT
dol.

6 https://www.ncsc.gov.uk/news/russian-military-almost-certainly-responsible-destructive-

2017-cyber-attack

/ CNI: Critical National Infrastructre. B&. HR. K&, BEM. XT1T7RE EOERA>T3,

8—7T. [1z£21E 2005 £ 7 B 7 BICR 00 RV ERRIESFRIEOTONEER S5, RERFEH

FELTLFEILAS JILOBATRAGRENSOFE ol (2017 F 11 A 9 BEYYYY)) o

2 ZOIARIMBAN—tF2UT1 DAL 1LV SEIEU T YA/ —F1UT 1D\ REIRER | EFRUIEHK

ERFRGREN . (2017 F 11 B 9 BE7UY)

10 RIF e/ BRU CHERSNRBERY T MITT OFFR. [BEDHS (malicious) 1&£YITNITT
(software) H5MiEEE,

YA - ILREBHEEHZ SO LEERUTRAL. FoBEZHDIHR TN 21y NI -7,

LRI —EZI5ZE (distributed denial of service) . Z<DiHFKEZRSIDENSZE>TEEEF—FW
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AMADSAUNCERDELDICIRODTETCVBRZENEIFESND, —MIC TEEDTH)UE
(Digitalisation of life) | EMHINDIREKRTHD.

—73. BEFBEASSAAEATND, HEFEDPDBRDEEFEAEFEA-ILT
TN, |ST—HFDREAL(ITH. A>F—RY b U THEID TS D RS —/)N—(C5
—YZREITDIT-EXEBERLTWLD,

CDXDCEADRIACHDIZDEEN T A /- L TITOND KSR > EDRRL EU
T, EFEEBVPREBEOFEHORET A/ —EH(CBITIDDEERLEEERDIESD.

&L [CAHERE P2 BIE U TV IREFBECTZHIUEMEATRETHD EBELT
VBN BEZREEETNZIFTZIILEMADKEENE . U1/ (—KHEDBRHEZRD
ZRREDHRIST, BEERICEZDHZEEARET V., LFEDL/\ U7 EX N 7OUX
b SBENBIER E(CE D TRHFABBENRESVWEEER D,

B )\ —ZED 100%p5#EARRIEE

EFOBLZTETOEENTA/\— L TITIONB LS (CRAD,. WEWUREHALA—RERICE
L o7z,

FZEREUTOLSIMENBRNA> S > LT [AF] SNAFORETHD

® Facebook. Twitter ‘REDY =S v ILAT 4 PADEREWRNS. K&, £FAH.
HER. BFBERE. SOICREDENDZEWD TEHRMNAFAIRE, L&X(E
LinkedIn THMDMRZADEFIZR DIF. "Work with" TIRE I D LIB#IBR ©51 D
IR,
o UXRMIRHEEINTVWRIYA hEHD. LEXIEERER. BEERS
(Companies House. PE&BEDOEFEABYCEEEMNANOND) « ABESE. KR

13 HMNBATE - ESRRET I - TS5 RBREDFZ DR AT - 1B 3RE B A% L I 3% .
4 BREAYAN—tF+1U71-7FURMBOETU>Y (2017 5H9H. 58 18H) .
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& A SAHELTA b
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® NEDRALE. TEAFIKAZNI TR ITRY hD—0 - PREZZXML—5—
(CRDDEBHDICIRNS, TDERED IT S AT LEEDMENDNDRE,
¥RRIST A bADOERIER (K&, FRE) (C7OTERITDITA hEHD
(Pastebin 72 &) &

CDEDE. BXTEHD EHSDDBEWANTA/(—(CROTH D, LFEN 7D (C72
NUEAFHRERBIRIIBONR, BERFERZHS(CE [1>2F -y MEEDRV] Z&
UMAERRVD, ZNUFIFIRENTH D,

—H. TIHILEMOFESEE (ISER(C_EN>TE. TZHILEED (T2F)L - UFS53—)
DEE(FEWVNDNTLRW, HOHRTHA/(—IBFROBRMNEEESNDKIDCIRD>TE. K
ZEOHEEE(SL [Password] [123456] Z&2TOHY—EXD/ AR T—RELUTHEWET

BEIRLANILPHSAUT L] UTWRVLDHEIRTEH D,

—HPHBEVH/NEERE (. AN\ —tF1 U DHEHFRT, [H&FBY>T (Weakest
link) 1 EX<EMND. BA/\—tzF1UFT 1 DMEDRIRICZKCBZIUY-IERRBLT
WBINB5O 8L DIREH] 2T+ w>>2 (Phishing) "0 TF—2J1 >0
(Spoofing) VEWD EIWRFATHEL, VLTI FICBRSETHRICBAL., 7
THBEREDY —/)\—PRY ND—IEN U TS5 ICASRB#DS AT LANAD TN &
WSBAN—IEDFEONLEN D> TWND. HA/N\—KREDZ < (FHFENRILIT THS5D
BR(CmzFEITDERMETHD. [O1/—-IBFED 8 (&, ERMRY/\—tF+1 V)
T+ WRE X U TONUEBSHIBTEEIRL RILDED] EEOHN TS,

15> https://globalnews.ca/news/3927267/worst-passwords-of-2017/

16 SEMRIREE RO — )L TIAEY A N WSAH, BEEEES Y/ (20— REFFER T 25EHR.
Y BOFEU. tADTAT > T TARED TR,

18 House of Commons Public Accounts Committee (2016)
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2. REDYA)\—EF21 U5 il

(1) BA)N\—tF21U5r 5 HFHEE
CNETOREE

RET(E. 2010 F(CHE=NZ [BHFE - Z2FBEL E1— (SDSR: Strategic Defense and
Security Review) | [CBWTHIHTH A/ —KEZO. EBMNEFHZE, XKWL, ER
ZERELFRSAI (tierl) OBREAIED Tz, AL E1—2015 FiRICEWTEFHZCA
RE4 (Public health) &FENMEDHIEARZ (Instability overseas) A0 D, B /)(—
WEEHSHT= 6 DN tierl DERLEFRHMEIN TS,

VDEZRY A /)I\—tF1 U 8BE (NCSS: National Cyber Security Strategy) (&
2011 fFF(CHENIz, ZD 5 DFEIET(E [REZA> SA > TEEZEHMBZITDDIC
EBEELIREICTS (To make the UK the safest place to live and work on-line) | &
WS RO-H>%Bf, EBREZEHREEFFNFEROMAIENEASTNTND, 5F/HDOY
AI\—=FEELUT. 886000 H/RR (1,290 18A) ZFRT. EROBEFERDIZH(ICH
A)\—tF 21 VU7 1 OEERDPRBIR B DT,

2016 F 11 RICARSNIZE 2R 5 HfFsTE [ERYA/\—tzF1 V> ¥lg 2016] (&

[ERYA/N\—tFa2 U885 2011 ] OEKIBIRZIEET DZEDTHDN. 5 FHEDIR
B2 EREBR(ICEEA. WS DD DR THBEDHIZREANBENTND, FEE 19 8R>
k(2,850 f8M) (CIERE=NIC.

[EZxRY)\—EF1 U7 8% 2016] DR1> bk

[EFRYA/\—t+1 U888 20111 (CBWTF. BEDOY /-1 U5 1 3R (E
MIZICAER. BFOE (MA) IRERERICTDEVWSONERERTZ DT,

[EFRYA/\—tFx1UFTr¥E& 2016] ORTEBIZRCHNT, BEP—MERDOY1/(—
TFEIUFADIANILEIFEAEBELEUTORWEWDSEAMNZEEED (TSNP, &< (2
2015 F([CREFIEA A —FRY MF—EZXTO/\«A4S— (ISP) TalkTalk DBEEF—RHE

19 House of Commons Public Accounts Committee (2016)
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EH4TIE. EBEMNERNR/INYFOTY TF— RO TS ENZDOROFEBTHBAL
N0 KFDISP TI BT LKHEN R AIN\N—tFx 21 UF 4 WENRTETTORWEENEAR
=Nz

COXIIRRZEZ T, [HA/—KEBEEHIFRN] EWDEHRICIZIS, A< EEREEN
(CIFBEA EBHEZED £ > LIEEH (CTHIBT AZITOINETH D DA HIEENB NI,
[ERSA/\—tF21 U888 2016] TEF. BEOHYA/\—tF1 U7 JHRKICEH UL

TOLSRT7ITO—FZITEHL TS,

O URINR—=RD7TO—FN\DEnHE

[ )\—IRE(IBHIFR ] 125(E, BMREERFOREZH/IRCINZ 2 K DIRBFIDM R
ERDCENEETHD. BIFEEERT OIS LADZER (implementation) (CERZEEL)
TW<, RElodDAE. BICFTyvVBEBZIU7EZ LU TOWNER\WEWDZO>TS
AT REENS. BIRERFOMIGRREDFHCHEMAFH. REERF CSAREZRIL
THRRZEHRIDIRIR=—X (LZUIANR-R) OF7TOA—F A \DIELBEIBETH D,

@ &EmA-r/\—Ph18 (Active Cyber Defence)

—RASEHBEEDOZ < OF/NMEEREDOT A /I\—tF 1 UF A HEENEOUVDOHNIRERDOT, <
VDT TIRRENRTY RI—H—(CEETDIRIDEBEDOLDE [ ER] TEWLWWESHDEWNDST
jD_a:ZIQ

® ttFaUF« - /)1 - FTAJ)LE (Security by default)

EL (TSR IoT ORBERZRA. [kt F+1 U5« WRk2:E 0 DDEEEAID
B5E] CWSRAEFBESE TV,

20 House of Commons Culture, Media and Sport Committee (2016); HM Government (1 Nov
2016); https://ico.org.uk/about-the-ico/news-and-events/talktalk-cyber-attack-how-the-
ico-investigation-unfolded/

>t BUF ORI B )\ —B5EOA =S 7FJICBET 2 BT (&, [R7OLANILOBSEIEIFA TS, @ Joint
Committee on the National Security Strategy (JCNSS) (2017) <BT>
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@ BEEDOELE(CRDIAA THIE

—AEERZ < DFVNEE(ICH U TIE. HBE/INRICKDIAATZEF I VT 1 WREZHES
B3RS CHEMNT TN,

—EDIT> RI—Y—(F [ERITIT—EXBCEMR/RXT—REEO>TIBEEL. T
MICEBEIARNU] EWDTERANTSOF 1 RFRBHBUTNBIEDD, KEREICENERITT
EBANFIFADO—EDCTERN, AZHDA G [ZBDABCRARARTEERT &N
TEZIDFHARN] EFD. 2TERDELTULEDS Vo B/ —Fa1UFT 1N
(fatigue) | WENRSND. ALIEEDITE/ Y —>DAFKICEDE?, B - NCSC
DR TS Dy RTIS074 R (CEEEHARSNS.

(2) BFF - BFFER
REDOERY A/ \—F1 T 1 BIEORITICHLIDR>UTOLSREM THS.
© ERYC)/—tEF1YF7 - E>F— (NCSC)

[ERY/\—tzF1 U v 88 20161 HAHESNBHID 2016 &£ 4 A, PREFFR(CDR
<EB1R20OYA/N\—F1UF 7 (CBIET DM - F—LNFEELTH D, BEEEORERE
DRUMHBBIBREIN TV, ETEEIINROVK DSR2 LRBEIROME# (OGSIRO, GSS,
CCA, CESG, CPNI, ) h#8ENSELVE L TLWZIRRZIE LT, HBEDOAR— B8
[ TPILD 7Ry b~ « =T OBRREZIEURFNEIRSRN] ERATLE?, 2D
D EEDOREIRUICIEHZL I TZHEEBOPFBEEL . EEFRNSBEATDEDEE(C
BIERERDNUELODHINON SN ERBHE D TLV,

> NCSC ® CEO (U T ORAFEARXICERL TS, (NCSC (2016))
Shari Lawrence Pfleeger, S. L., Sasse, M.A., and Furnham, A. (2014)
23 #...address the alphabet soup of agencies involved in protecting Britain in cyberspace”:

National Audit Office (NAO) (2016)
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B®& 3 NCSCOOONY—2

gz |National Cyber

=2~ | Security Centre
a part of GCHQ

(lBFT) NCSCR—LR—=

CORICHEEF. 2016 F 10 HD [ERYA/\—tzF+1 U5 ¥E& 2016] (CEIL. BT
(FHZ (CBFFBEARS (GCHQ) **&TF(CERY/\—t+21UFr - £>4— (NCSC:
National Cyber Security Centre) &iiZzFk. REVENEDHD >S5 —)— b Extsth
MINEBN ZIT DB O Z 1 DICEHTEO—KEZRD. H/\—tF1 U5 (CH
UTCHBRFE L TH—URBIS. 188t IR, U/ \—EMRZITOIEH TR X 1220,

NCSC (& GCHQ /2 F (CEMM TUL\D Z EMS. GCHQ MIEHRPRF)L - = EHATED
Z ENSEH . BOEICKDAFUER AN -IRENSERETFDIZENS. BEPEREZY
WO T T7RREZBNCHAIN-EFENSHEIT S EE NCSC DIRETH DN, HFEZ
HAN-ETDILDR [HFTAHR] (FEFFZE (MoD: Minitry of Defence) HSRKUEDY
A )\ —EBBFDEFE LAEDIFSNTLD,

NCSC B E U TE>UTD 4 s & IF5snTunsd,

I O N—IRE (T USRI 21TV, HEEHERCINZ 5.
ii. ¥AN\—tF21 VT DEFINNEEZSF—L. B - RETEIY—(CFEITIBE
MRSt e RDITCTHLL. ZDERZZHEEHBI D,
ii. FLANLVCEUESA/N\—tFa1UTaHRDEHZRESE, U1/ —KEZEH)
M~ oOLN)LTHET B,

2 MI5 (ER) MI6 (B4h) CliFAREDBERERE®D 1 DT, SIGINT (#EiRiER. BRIESOERZCL

DIBERINEEIES)) =594, fAMEI (35 EE (FCO) ORSEMRIIH. EBNC(FEHERERR.

25 CESG (GCHQ MIE#RIz+1YT(5BFI) . CCA (Centre for Cyber Assessment) . CERT-UK
(Computer Emergency Response Team UK) . 8&U CPNI (Centre for the Protection of

National Infrastructure) OY-/\—BJEEBFID 4 #EHH

26 FHE(CS5¢. NCSC [FATF IT RELERBMIFR - YUY -26HEEL, F/NMEEP—RER (Wh(E

[&]85U>71) OB4AN\—tF1UF1DE _EIF2R2 ez U Thd.
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iv. REDEZRELTOYA/\—tFa1 U DEENALEZRD, O7DREICDNT(E
FLEIRDTHRICHZD, ERE TN LZEICASSA2ZFHATEDLDICT D,

HREDBHMAN GCHQ TH D Z EM5. CEO d Ciaran Martin KZZE8R(C NCSC DO#FEIDZ
<IZGCHQ EB&ETH D, TTARICHEDZ LD D LEBDHEEN . STIERFOY
AN—F21VUFTADAR—TAI>EVLTRBOO> I 7 L ADRAE-H—E UL TEE
Lizh. 10035101 OLIRBRRERBTAN-REORLER(CEEEAT+ P TEEZER
(St UIRARERBAXOX LD O/ \ZIFUHENT TOBD DT TH B,

=52 NCSC DIR—LR—=ZPHTHE. —MACEDMNDPITNERELRPINES

TIVEEMEL TS, —RARFOHEBHA—N—POAT 1 PEEDLBI TV TILDX S
EI&RT. @B TI—F-TL>RU—-THD, FEIOTSLZRBNI DY bDR—=T
(F. —REDSDIA>S MIAFETERITTHD. BEFTIC. REIDBERTOTSLDEZ ST,
NCSC DR—LNR—Z(CH/BEESNTWDA>TATSTrv o (B 4. 5. 8) ZBNI D,

@ BERTZ2FEERR. AERNE. BYST

—7. BRBEOYA/\—t3+1 U5+ WHKEHERT (Cabinet Office) AITERESNICE
PIERB T /\— - BUiFEZ2/E (CGSD : Cyber and Government Security Directorate)
NHRRETEIORRBCHICDZE(CIEDTLD, CGSD (FEEAT°IEIREEN S HE
#) 50 ADEE. CGSD H"EET DDEHRETOHEDH THD. BETDEEF(CHD
BB, RENDEZRFRABEIREDTA/)\—F 1 UF 1 [CDVWTDREEE(TRIBHAEFT(C
IREI 3,

DRERE(CEDDIY A/ —EBEORREAZBSDE. > Z7OBE CERNDE
RETZLRESZE (NSC: National Security Council) T. TFEME#ie L TH/(—8%

(NSC Cyber) WEEESTNTULD., BADEFEPEGRGAZRE(SARAFEHRAKE (Minister for
Cabinet Office) M4EHT B,

* RS BEERTTY S Al NCSC O F (CEON—A bEnieh'. BRI GkREL TETTOMEEID
DFFTHDEICHU. BRENBET VTN CEBATREHE NCSC DT (CEEFDIENLEFELL LD
3. : Joint Committee on the National Security Strategy (JCNSS) (2017)
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BRIEO5F—DBA/\—F+1 VT B (IIBSATOEE LD TLD., FBATELT
(F. TSI - XL - AT 77 - ZIR—YE (DCMS) MAMBIF. BRREES. AFIRIF.
B - ta2ott+1UT+. AFFEE (Home Office) NEIRDFRE (public
protection) &H-1/U—JB3k. 454 (FCO) HEMRIRN. AR - [BHERENT 1 /(&R
xit. EB5E (MoD) HAER &Y/ ZEEH (offensive cyber capability) Z#& 418
HU. EREZEA>TS (CNI) (CDWT(FHERDETHEE L TERBICHZO TS,

YA\ —tF 1 UF v EXOBRLIEFERERS (DIT) DOps@EEmsr (DIT-DSO:
Defence & Security Organisation) RICEHMNIZH A /\—tF1 U5+ « F—LHECH
123%%, BF—LAY R(E [H1/\—KfE] Z&FEO>TVD, HA/\—tzF1UFrBhEX
S — 7w TN EREEIRIC, BREHCBS S Y S 3 > OMEREDH TIEZITD.

(3) BRI 093 A

HEDOERTA/N\—tF+1 U EIRICED<KERITOISLELTIE MTFTOLSBRED
AN RS

© HAY>DR /B

i. BAN—EF1UF1: IEERITHA R?

2017 £ 10 AN Si2M4EIA.

PDF16 R—ZDH A RTwO%& NCSCIR—AR—Z TR, F/NEEOREEWDIT

BaEm.

o ANAEME. a.7—FD/N\yIT7vT, b.IILITTHEK. cEBHROTF1IIUFT~. d.
JIARD— REIR, 2 BRBEERE. e. D+ w2 IR, H'5kd.

o HA/)\—KWECEOTZRICE BERD [70>3>TJ0— K] A2SA A \DOEEZH

28https://www.gov.uk/government/uploads/system/u ploads/attachment_data/file/647113/
314354_DSO_Brochure_2.pdf
2 https://www.ncsc.gov.uk/blog-post/cyber-security-small-business-guide
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o ZEZDYA)(—
PN ZHEER,

TFa1UTaBREHY—-EX [7023>00-K -7

o HAN\—tF1UF/FFIXYYICHUTE NCSCHFLERDTEELTWLWDY
A NN~ 1 U BRI/ (— MF—S v T (CSP) ADIIAGHE,

BR 4 YN\ —EF1UF7: phRERIFHA R]

&5‘ National Cyber
2~ | Security Centre

Backing up your data

Take regular backups of your important
data, and test they can be restored. This L
will reduce the inconvenience of any
data loss from theft, fire, other

physical damage, or ransomware.

wumn Identify what needs to be backed up. Normally this
.Q will comprise documents, photos, emails, contacts,

and calendars, kept in a few common folders. Make
backing up part of your everyday business.

Ensure the device containing your backup is not
ﬁ permanently connected to the device holding the
original copy, neither physically nor over a local
network.

Consider backing up to the cloud. This means your

ﬂ data is stored in a separate location (away from
your offices/devices), and you'll also be able to
access it quickly, from anywhere.

Kee mg Iyour smartphones

(an ets) safe j )
Smartphones and tablets r
(which are used outside the

safety of the office and home)
need even more pr ion than ‘d

Switch on PIN, i
recognition for mobile devices.

Configure devices so that when lost or stolen they
can be tracked, remotely wiped or remotely locked.

Keep your devices (and all installed apps) up to date,
using the ‘automatically update’ option if available.

When sending sensitive data, don't connect to public
Wi-Fi pots - use 3G or
tethering and wireless dongles) or use VPNs.

@@mgw

Replace devices that are no longer supported by
£ ith up-to-d:

Crown Copyright 2017

(lBF) NCSCR—ALR—=

Cyber Security

Small Business Guide

Preventing malware damage

You can protect your org ion from the =
damage :aused by 'malware’ (malmous ;c;
software, including viruses) by ad: ]

some simple and low-cost lechmques

Use antivi f onall and laptops.
Only install approved software on tablets and
smartphones, and prevent users from downloading
third party apps from unknown sources.

Patch all sof and fi by p

g the latest softy updates
manufacturers and vendors. Use the -ummauul!y
update’ option where available.

Control access to removable media such as SD cards
and USB sticks. Consider disabling ports, or limiting
access to sanctioned media. Encourage staff to
transfer files via email or cloud storage instead.

Switch on your firewall (included with most
operating systems) to create a buffer zone between
your network and the Internet.

ply

EEEU@<3

Avoiding phishing attacks

In phishing attacks, scammers send fake
emails asking for sensitive information
(such as bank details), or containing links
to bad websites.

QO  Ensure staff don’t browse the web or check emails
C’ from an account with Administrator privileges. This
0 will reduce the impact of successful phishing attacks.

Scan for malware and change passwords as soon as
3 possible if you suspect a successful attack has

occurred. Don't punish staff if they get caught out
= (it discourages people from reporting in the future).

¢ Check for obvious signs of phishing, like poor
spelling and grammar, or low quality versions of

@ recognisable logos. Does the sender’s email address
look legitimate, or is it trying to mimic someone
you know?

This advice has been produced to help small businesses protect
themselves from the most common cyber attacks. The 5 topics covered
are easy to understand and cost little to implement. Read our quick
tips below, or find out more at www.ncsc.gov.uk/smallbusiness .

Using passwords to
protect your data

Passwords - when implemented
correctly - are a free, easy and
effective way to prevent
unauthorised people from
accessing your devices and data.

Make sure all laptops, MACs and PCs
use encryption products that require a
password to boot. Switch on password/
PIN protection or fingerprint
recognition for mobile devices.

@ Use two factor authentication (2FA)
for important websites like banking
and email, if you're given the option.

H‘ Avoid using predictable passwords
ﬁ ‘ (such as family and pet names). Avoid
the most common pas: that
criminals can guess (like passwOrd).

If you forget your password (or you
think somebody else knows it), tell your
IT department as soon as you can.

Change the manufacturers’ default
passwords that devices are issued with,
before they are distributed to staff.

Provide secure storage so staff can

write down passwords and keep

them safe (but not with the

device). Ensure staff can reset ]
their own passwords, easily.

Consider using a password
manager, but only for your

AN less important websites
and accounts where there
would be no real
permanent damage if the
password was stolen. ®

Vﬁﬁ'g‘v‘-‘

For more information go to J www.ncsc.gov.uk W@ncsc

BAN—EF1UF[RD 10 RFYT (KpER@IFH R) *

® 2016 F 8 AN SiEMEA.
0 ARBEHLU (BREOUHERLEICKD) AN
10 BRBOEHRNIZT O AL -

l\} t/rz%}IE{/ \o

a. RELANILTRERIRIOIRD A MEFIEER

b. SXRFLFEEE

c. FyhD—2-tFiUF~g

30 https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
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RILD T 735K
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j. BE#BREUE—H-

> «Q

22

7EH
TOLRER

BT S5 YA/I\—tF1UF35KD 10 A5V ]

,|Mational Cyber
e | Security Centre

Network Security
Protect your nebworks from atisck
Defend the nelwork perimetes, fitter

out unauthorised access and
rriahcic

content. Monitor
and et security contnoks.

+=—) User education
O:=)J and awareness
Produce: user secunity policies
covering & bl and secune
use of your syskams. Includa
n staff training. Mainisin
awaranass of cyber righs.

Malware
prevention
Produce relevant policies

dafences

and establish anfi-malware
0SS, Your
organizalion.

Removable
media controls
Producs a policy o control al

fior makware Jbafcm ru:ofqu onlo IM
CONpRONE ate Si'fult!'

Secure conﬂguratmﬂ

o enesie the
o all systems B

yeshem irvendony

and -defne 2 basaline bulld for all devices.

10 Steps to Dofining and communicating your Board's informiation Flisk Ragime Is central to your

organisation's cverall cyber sacarity siratagy. Tha National Cyber Security Centre

cyber Security dascribed balow, in ondar to protact your business against the majority of cyber attacks.

Managing user O
pmrlleges
sh effective management

nLimber of

qlvc!m.im w user activity. Control access
> acivity and audit logs.

Incident m
management
Estabiish an incident ‘:‘
nesponss and disastar
recovery capability. Test your incident
mar ment plans. Provide apecialist

Set up your Risk b waining. Feport criminal incidents

: ik

Management Regime Lotz

sation’s infommation

ey ' : ol . Monitoring
tony, c{xmtond rigks. To achieve )
this, ambad & Fisk Managemant Regima acmss - L sha “"NIHCT['Q

your crganisation, supported by the: Board

and serior managers BLPPK

Continously mon

2 hyse
acity that u:ulci n.mlt an attack

—
Home and o~
mobile working
Develop a mobile working
policy and train staff to adhere

data t:l"\'lll transit and al rest.

For more inforration go o 2 wwwncsc.gov.uk W @ncsc

(lBF) NCSCR—LR—=
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YANR=FO17 (EA - FIEEREAFTIITFRR - TOISA) +

A0 o [UA/)\— - ANU—=KDAX] (2014 F 1 AN SEM) =5k
<TOVS L. BHFEROTIOS T MT. 7 RJIAR(ENCSC DEzF1 UF 1 55K

HA RICEDNTLS,

HA bD MY IR=DAT7< & [RIBBMIGIANE] TFaUFx5K (VI DT
PEEF/N-2a (v ITIT— T B @O RD—RZ2fEHAT3) 07 RINAX
MMHEE SN TS,

&5, NCSCD [BA)\— - Tyt vILX] (k) . BA/N\—KERBTZIT
ZRD [77023>70—R] ASARENDY > D%EFRR. H/)\—tzF21
A ROE(CH =D NMEEDIBEENRY CSIB I IR—FILE L THEEL TS,

||||"3*

Jl

iv. 'Y N2 T - ADSA> (BA - FINBEBT T ORI - TOJSA) 2

[BDA/\=7Dx7] Atk BRELNLOYAN—tF1 T MR ZzERTED
SHOERTOTS A, HEAFT, B, E£REUR. KFEELRERLIEBN RS
—(ZIEDTWD,

BN EEEZNTNCH L. HVRDFFR(CEANIRTEF 1 U ¢ WHRZBT LTS,
EEZFEAEITOR-2ZRDE. A2 Ea1—4. A2F72Y/P—EBEX ANN/A
TJLy bl A2SA>22avE TN F2T/IRA A b REDFRY NI,
SVIVAT A TPDHTIU—(CHIMNTELZ10~60 DB TIEBNHD. BESNDIE
H(EHZS5<E2TH/I—=NTVBIEDLEBOND, D 2FLITETDIRHEHDINGHMAE
DD FTVDT, HEREFICSIRI DICIHENRY A bEVWR D,

HA)I\—UK A>ITI7L>R (EXROA>T7L>R) 3B
BEFEOERDA> T7 L >R, HAI/)I\—tF 1T DFEFREN—ZEICET DA
NT3HB. 2018 F(d 4 B 10~12 BICHETFE.

31 https://www.cyberaware.gov.uk/

32 https://getsafeonline.org/

3 https://www.ncsc.gov.uk/cyberuks/cyberuk-2018
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HAN— - TyE>SvIILX*

2014 £ 6 BICRAtA. WE. BERLAILD [HA/)\— - Tyvt>SvILX] EZDLED
LARILD [HA)(— - Tt v)LX - TSR] h'dd. BRELANILORERSER
(300 /R> KR (47 5,000H) (+{HHMEAER)

[H1)\— - Tyt vILX] (F. oA/ —tF1 U1 (CDVWTESEZMT
BRE(CEZ DA, RE—MRIVAT A/ —BRIC KDY X THRMNMTHNTLNDH
ZHMTIDED, [HA/N\— Tyt v)LX - TSR] & [BA/)\—--Tyvtz>
S )L OBHICINZ. BRI/ \WF 00T 4w D OBEICH T B AS
NTHBIH. EHBREN A TA M TSR haEMT D.

[BA)\— - Tyt +v)LX] OBSE. HEfAERNQY 1/ \—tF1 UFT o MK
ZHD TWBRZ EZMEBICTE—ILT DRNDD. RETEDOHRST . KFEEE
R, DNEENRES S/ [H1/)\— - Tvt> S vILX] ZEUS0lEE.
2014 £ 10 B, BEABREWR® ICT & - H—EXCEDIBUFOFRERMCD
WTIE ARLEBZECHUT PAa/(— - Tyt v)LX] (BELANIL) OEYSHE
BFrsnctns,

EfsADI> hSOF—mITHA MIKDE. 250 A EDREEZIBZZEMNRY

ND—OiEG#arZERA LU CLBMBEEICDOVTIE. &=5IC [OA4/—- - Tyvtz>2viL
X+ TSR] OEUEN R RDSN TS,

BR6 Yr)N\—- - TvtE>SvIX]| DEHT—D

CYBER CYBER
ESSENTIALS ESSENTIALS

PLUS

v A,

(WFRF) NCSCR—LArR—

BEIOITYS3aF) (CCP) R¥—A (EFRIFEIEDEHE) °
BA/)\—tF1 U5« BhERE FPIROIZOH DOEIZREFE.

3 https://www.cyberessentials.ncsc.gov.uk/

3> https://www.dcicontracts.com/cyber/

36 https://www.ncsc.gov.uk/articles/about-certified-professional-scheme
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BRFDxRY RDO—OPWEKREE>TS (CNI) ([CEAITZIY/\—tFa1UFr - JO
21U hDAECF L 2T CCP BI¥RIFETH D ENBEH E12D.
1BIRREERTES (IA accreditor) ,(tFa21 U5« - 1B#RDY X077 R)\1H—(SIRA:
Security and Information Risk Advisor), 1&#rfRaEs%5TE (IA Architect), [BIRfRAIEES
BA (IA Auditor) , ITttF+a2 U5« E (IT Security Officer) , BEtF+a1UT«E
(Communications Security Officer)® 6 B CT. {43 LN (TZ0F70> 3+ —
(Practitioner) , =77 - 545« =33 —(Senior Practitioner), U— RTIS05F

« =37 —(Lead Practitioner)) (CHHMNTL\B,

JO0J7xv>aFIPY—EXRF—LA (NCSCREIA>YILFTA >D) *

2015 £ 10 A(CHBESNIZRF— L.

BECE>YA/N\—tFa1UT v - H—EXPEE NCSCREI>YILTA > T &
LTER.

BT - NREEOY— - BEREEA > ISEERE(CHIIBERY/—tF1UF
4 - H—ERZRETEZIRMIASYILT« IZBERT D ENBM. NSO
WSDHERERT DIEODBRMS LIRDIBENZNV,

BX 7 071y >3aFrIB—EXARF—ADRIAY—D

22,

CERTIFIED
CONSULTANCY

(WFF) NCSCR—LArR—

37 https://www.ncsc.gov.uk/articles/certification-bodies-ia-professionals

3 https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy

3 https://www.ncsc.gov.uk/articles/become-certified-cyber-security-consultancy
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AN\ —tF1VUF 1 BHEHAB/\—bF—>v T (CiSP: Cyber-security

Information Sharing Partnership) *

2013 & 3 A(CkatE.

B )\ —BRDIEHRZ 7,000 BOMEMICET D% 175 2,000 ADA/)\—H5U 7))L
F1ALLTNCSCICENTDTSY hTA—L. NCSC DFEEIFNS 1 FRTAZ ) (—
TEREE 43%I8. EAX)\—#(F 60%IE 2> TNBY,

BIRIBREBDT AT 2T 1 T« (HMRESNDHHEAH RO TH D, HIX(EHREMILTIE
AN D Z LT < BB ATHE,

A= ENTEDI T A —SLBEEDPT I LICEEEITSNTWS,

CiSP ANDMA(E. FIEEN CSP (CIMA L. ZDOLTREEBANBEFEA/I—-FT
(FEREHEAN S DB ZF CTHIAREZ T B,

EEL S — - ATOEMNIXERS T 7S AT AFERTESEDFEE RN,

Jai—3a>tu”

NCSC WICEBMNI T )\ —R2BEBIEF — LY. LWDEIFHIERZE (operation
room) DOHEEERZT ., EROTEFIUT v - PFUX b, (BIKERE - ZRQENS
DHEE THEBR SN BRBIRNTF — A THD. 7t22013 E(TH/IISNHABBH. 2016
£F 10 A NCSC F 25 (CIRUNE Nz,

CiSP A EDIBIRIENSEFDIERODMT - =TV, B1/\—BE - FEss 415k,
75— bh BIE. BXGER - ARROBN U —%Z CiSP X2 /)\— (TRt T D,
BIEITEU. CiSP X /\—##DILI T 70T« WS >0 E X— )LD —EX
B,

0 https://www.ncsc.gov.uk/cisp

4! National Cyber Security Centre (NCSC) (2017)

42 BFFRARENSOETY>S (2017 € 11 B 9H)

43 http://www.ibtimes.co.uk/uk-government-fusion-cell-tackles-cyber-crime-450835

4 CERT (Computer emergency response team) &WVSOH—REEIRZFR, [Fusion Cell (ZZE®D
CERT ElELDleEVA%ET D,
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ii. TEENY-1)\—B5E (Active Cyber Defence) *°
o [ExRUA/N\—tF1UFs8B%2016] OLVDEBEITOST O, ILDTTRE
NI RI—H—(CRET DREIDEME TOREIEZN S,

o fIlC.
1 )\—

AHEOHT— (RR - {HRAGE. ZR. BREEY—-EX (NHS) &) ob
TFI VT WRO—IBRELTUTD 4 DOTOT S L%ZRMH, BT RENRR

J\—bhF—([CIxD>TULB,

o

JIAPVEXA=)LOTOVY : BAI/I-KRETREZL\DH. A=)l XT—
TA IO ERET T 4w >2%, DMARCRDFIACK D, HIEEICPR &
H 12 5D [@gov.ukl ANDITTAOX—)L=T0av 7,

BERDITYUA MDFTOLABIE : GCHQ KM/ (— hF—1RE LD
[CRDBERRAAGZRFEL. I—H—NBATVITCXTERLTDI I«
VAU O —ER =R,

JxJFIvO  A-YF-0DITYA bOMSEEEFTYIL. MRERER.
Ja4vS20ERIVI TR B /)\—tF1UF 1 &%t Netcraft A/ (—
=, RILDIFZEVEA—ILZEDMFZD. TavS 2081 NIHEE
LD B/RR - I E1—S7F R U TESERE.

4> National Cyber Security Centre (NCSC) (2017)

4 RMLIDBSDUMBT RLATIXAS,

Y ART RURICHIZ A=) - A2 E2EBBLVAIBICT B,

48 DMARC: Domain-based Message Authentication, Reporting and Conformance protocol
4 https://www.netcraft.com/
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ER 8 TEENY 1)\ —B5iE]

The Active Cyber Defence (ACD) Programme outlines how the

|National Cyber - NCSC intends to tackle - i latively automated way -
&j‘% |Sacistty Gentrs Actlve Cyber Defence intends to tackle - in a relatively automated way - many

of the cyber attacks that hit the UK. The diagram below is not an
architecture, so not all these initiatives will be in place at day one.

=) DMARC
o failure
repons

Email NCSC

@Cb reputation y ';' 29 reputation &
data [~ DMARC Q scanning
servuces

0 report
2_ Border proécessmg ' Commercial
@ «— Gateway § threat
S~ Protocol (BGP) i o intelligence
monitoring A v 5 .

Other threat data

S consumers (eg
el (J S CiSP)

Internet
Service
— Providers

Take d - aall Analyti

i @ & notification renkition

1 service 7 S data

T — \

i é secret sauce Response Policy ™,

I information [i Zone (RPZ) :
o TT1T S‘r’q‘g'ﬁfﬁféﬁ' "

Analyti |
i LI — oo
d‘ 2 . 2| | T
&8 22
@s{C O Dwww.ncsc.gov.uk w@ncsc

(lBFF) NCSCIR—ALR—=

iv. A>4HZARU—100°

o RREITENS 100 AD/— b5+ AtAEZ NCSCHRIFANDAF—L. FMHEFT
LFZTILIER, B2 HTHE 6 HANER,

o R—LR—ZZRDE EREEADISOHELIY-—DIFR/\—-h XKSTZ
A URDORIARZAD s « AR IR S UY—FFETFR/(— bR E KA
R RDRANETND L,

® NCSC(C&ED>TOAVY b ERITEIY—DY A /\—tF 1 UST 1 DRIRIFE DR
LI DEENMEIOND L, HMBZEXRDIEHEADAVY ME by T IS0

>0 https://www.ncsc.gov.uk/information/industry-100
>1 https://www.ncsc.gov.uk/information/industry-100-available-roles (77tZH : 2018 £ 2
A5H)
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%, PTHEELICHAN—tEF2UFT 1 ([CDNTRELEMEE L, JFEDF+UT7/IRE
L CoEf%zERT = EH B,
o LT BE1FMICEBLIETOTSLMA :
> HBAN—T7—Xb - BIY—0—X : 2ETET 1,060 AD 14~17 HBLEIR
(C (DB 44% 1 EZF) . BFIRICKD b= ETHERK.
> BAN—=TJ7—Rb - H=ILXOA>RF 123> 13~15BDEF 2,171 F—
I+ 518,000 ALLEASILEOSFTR N, $E2EDISFTA ML 2018 £ 1~3
BIC. T8m&] TM12~13 %] OHFIU— TN,

2 STEM: Science, Technology, Engineering and Mathematics

>3 https://www.ncsc.gov.uk/information/cyberfirst-courses

>* https://www.ncsc.gov.uk/news/fresh-drive-develop-next-generation-cyber-security-
experts

>> https://www.ncsc.gov.uk/blog-post/cyberfirst-girls-prove-inspiration-all-0
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b. BAIN—=F1ZXH)U—>*

® 14~18EMRIC. J\vH—xIK, ESEM. TOIS=Z20kE. [UA/)\-T7
—A bl £DEEERBAECACTAMNCROTI—-RXZEMTFE. RE. YIFE
(2018 FF) DEMEBEEEF. HBHICAS S>> ETTR MEEMU TESNEZER T
B

o 3HMDFV>T (RU—U>) dfth. 300 BRIDDYS — L&D ETBIASSA>
B =it

® SANS (B1/\—tFa1UF+r ODEMEBEME) . BT RENHH/N—~F—,

ii. HFIHE - ERIE

a. YAN—tEF1UFsRROSHUIZIAFEHE (ACE-CSR: Academic Centres of
Excellence in Cyber Security Research)®

o ZFE 14 REFZTA/\—tF1UFT 1 DEICH TR UTTHATTHERE & UTERE.

b. BUREREZF{HL (BSc. MSc)
o IR TEAFMEEIBIO—RZRIFNRBE. FELAN)L2 - EEXLAN)L 253
—2AWH B>,

RWERHIE
® TEROLSILBBRFEHENDD.
> LEERBERFDDE 2KE (AVIRXTA—RAZFE, O R2ARFOATVIL - 7RO
TITAK) DEFELFRIEAFKRE (L. DCMS/EPSRC L EDRFERS .
> FEPECHU. BERICHITDIMERE (1>5—2) OEZRRM. FiH 4,000
R B (60 BA) Z%iaE,
> PV—U5A MREEE  GCHQ MHE. 10 2DOFE,

> https://www.joincyberdiscovery.com/

>’ GCHQ REDY A\ —I#E#R8. https://uk.sans.org/

58 https://www.ncsc.gov.uk/articles/academic-centres-excellence-cyber-security-research
59 https://www.ncsc.gov.uk/information/ncsc-certified-degrees
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e o o ©

ps@EH - ){\—%# (DCS: Defence Cyber School) ©°
EfsAEN RO ERD A =2 77F T, BhEiKE (Defence Academy) AIIC 2017 & 4
HFE,

F2IAFNALYS - AT - BAN—EFa2UFr 2018 FEA-T>FE) %
2018 FICTLwFU— - N\ UEN (TR TFE.
500 ADSWIRTA—LLNL (16~181%) DFEZEZIFTANTE.

FIL>FT14 X (BERIFHE)
Oy NTOTSAEULT, BRFHERICHULTE.

CNIFPZTL>F« R

EREEA > I SHEECHITIMERBIIEEHE. WHREHmS 16 R L.
RBETHE. BUTOBERTEL NIL 4N EYSHIEE.
F1-52TJ1-XDOSNTEG. BE RFH RE. G- HR BREOED
- TFDED : Costain, EDF Energy, Electricity Northwest, E.ON UK, Essar
Oil, Dover Port, Horiba-Mira, IT 4 Automation, Network Rail, Northern
Powergrid, Nuclear Decommissioning Authority, SGN, Sky, Scottish and

Southern Electricity Networks

60 https://www.da.mod.uk/colleges-and-schools/technology-school/defence-cyber-school

®1 http://home.bt.com/tech-gadgets/future-tech/bletchley-park-national-college-of-cyber-
security-11364115477552

62 https://qufaro.uk/pathways

®3 https://www.gov.uk/guidance/cyber-security-cni-apprenticeships
 https://www.gov.uk/what-different-qualification-levels-mean/list-of-qualification-levels
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JO>x bk - O0IVNS1 X (Project Properlise: J\w h—DEE£T’'O00S5 L)
EZICTEM ST (NCA: National Crime Agency)h"EEL TS, IBFFEDEETO
DS o BEINFH - HMTEIFERNSEOEICESIE/\vAH—TeBRE> Higtv U
) ANEL febDD—0> 3w TwER. FIEITOTS A 20 AR,

RENS(E BT BHAOLTNSD.

® YAN\—tFa1VUFrEEZIE

REDOHYA/I\—tFa1UFT o EEE 220 R R (36 3,000 EM) FETE 10%0DH
UR, RO MY T 50—F%EEDHD., 10 AAUEOSEFIEAMERERL TLB,

HBb4N\—o0—X - )\—hF—>vD (CGP: Cyber Growth Partnership)
REDOTA/N\—t+1 U EXEREZBN E UTCEBZOMEM. U17/\—t+1UF
+ ([CEDDFEAEDEENSIUL TS,

CGP D=E4FH(C(E. DIT-DSO HHi# I 2BS v 3 >N \DEESIMERENEE
ncunad,

CGP TURF I >% : YA)\—tF 1 UF+« EE(CEHI IENNDEREEDIZH A
Mo

BEEIOIS A
AINR=23>2>F— ORI EFTILNFALCHE. O J—F2 IR
EBEM.

FTEANL—23>tiy— O RUICHKR. AY— NP7V ITRENBHORS -
H—-EXZT0OE— b9 257 ME,

BA/\—BEX S — 877w TW0IINBEFHLS B TETVDIN, FRRRE - KEBEICE-D
TIE>WRWS ENSEROREEZH SN TS,

® https://www.gov.uk/government/collections/cyber-security-export-help

® https://www.cyberexchange.uk.net/#/home
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i, EAHSZIRY

e DIT-DSO (IH UKTI) AICHA/N\—tEF1UFTAFEEF—LNEMTND, F—LA
w R IH=EY-/)\—K{E (UK Cyber Ambassador) | Z#RLTWL\B,

o HUNMBPEZEARLCHA/N—tF1UT o BEOELTIRE & UTHER 15 B8R R
(2,250 f2M) =&, BINOBZEEEIRE ($ERIFEM 4 4-IR1E 25 4
B ORA. Xy FOREDY—ERZRMHLTVD, F—T05—(F T1>F
v, BEIE, EEHHSATLARE, TFa1UTa - ARL—23 2> F-—DEE
IO AMBEFE N —Z>T LW e BN\ o —ZE5H,

©® ERFHIDIEER

BSRITOT S LADEREXRADIZSH. BEBZEDNTE &ZNICED ERETHES AT LD
MEMEZBITERHLU TULD, [AZIBECINREINCDODVLWTERBNICEFR(CGER/RMNITHON
TWBH, FREANLAEMEERE X TOVRNS,

AN\ —tF21UFT 1 DEERIFERIDLDIIMEFECE DT —F(FFELUIRVDIERIRTH D,
WEAFAEIRT—F U TIE. RISt EREADHEEED - 720 — MARISLULM
R\ CODBIRFEFRETCDWVTI(E. HWE(CE O EBRERENFRUICA SR MER(CDHD
BU. BLETHEMNBHICEDKEDRDT., RRICEZ > TLBIEFOEETERIT LD
RF—HFERFERR, BEOHETEDATE. EARDED AEBOAS THRHRRMAKREL
ZDD., EEEDORTESEEHTICRDIT—FTIFRL,

NCSC DIREETIE. BWEDE - IREME. WL EDT —F7ED. BEDILIRED
PY & BHEDIBIETHBD/ I A - A TE—-ILLTWEY, UM UIBH'S, BRtET
WX EFELIBRE MDD UKD T, FA/I\—F 21 UFT 1 HRDALDMNR. T7R
NE [ENEIFRECRDTEND @WENRDLEEN) | TUROERARICER TSN &
BB DD THEETEH B,

®7 https://youtu.be/GF1VCmdqlvg; BUAFBGRENSOET)>Y (2017 &£ 11 A 9 H)
®8 National Cyber Security Centre (NCSC) (2016); IAFBIRENSOETV>Y (2017 €E 11 B 9 H)
®9 National Cyber Security Centre (NCSC) (2017)
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(4) BHEEM EEPITHE
©® YAN\—tFa1 VU5 BEER

THENRY A )\ —F 1 UFT 0 EFFELRN, EIICET S0/ —REETHRBDOT
—YEBZRFIL. BRI -ZLDTA/N—tF1 VT BHICDNTE, RIBHE
- BB E (LIS U TEREPDER N RS2 RETHIGL TS,

i. EU—#%>—4%#EAl (EU GDPR: General Data Protection Regulation) / 5
—4#{Ri&% (DPA: Data Protection Act 1998)

® EU DEANIBIRFEIESN 2015 F(CMESN. —#H7T—SFRERH (GDPR) &L T
2018 &£ 5 A 25 M SEAMNMIEEN S,

® GDPR (& 4§55 (directive) | KD EHERAIDEL [#RE] (regulation) | TH D,
EU EERDX D (CEANEFIFREIMNEELLT . TOFFMBEZBDIERERD. U
MUIBAYS, TEUBERR (Brexit) =JLJ2w b~ (UF. JLO2v ) [CEITT
EFZEHDIREF. BEREZEHRAT EU O [TOURE] 28 3EREEEMI N,
W7D —21R:&E (DPA: Data Protection Act 1998) MDERIEAZE (Data
Protection Bill 2017) "% 2017 £ 9 AICESIRH. 2018 £ 5 5D GDPR MEATHAR
F TR FEERONBEDHHT —FRELEZHRILSEDFETHD.

o REINZEAT—F ' OMRIEE(CRST. HEECLEBEIZDBEAT—FEED,
FIEABREDOHR5T . ZELBUR, BEREREGREOURERD, =5ICHRZE
EU RICB URVWEETE. EUNNEBERDT —5ZKk31HE(d GDPR DR ERD.

o HEAICHMUTE BROEAT—YDRUS. #FF. BIDORE (data
portability) . FIA. HIBR (LWHDD IENESNDHEF]] ) RECAL. KDXER
1R RARIEEND %

70 https://www.gov.uk/government/collections/data-protection-bill-2017

T OBANER (EFR. K& EEAE HRIRE) | OBAEBIS (BERH - I8RERMT —91E) |
FRIRECRZEIDEANEER (N, E5. RE. IBFFERE) O 3 ELE.

2 1800 GDPR OJ\>RJw) : GDPR BH/\>RJv) (APS#R)
https://www.jetro.go.jp/ext_images/_Reports/01/dcfcebc8265a8943/20160084.pdf.

([E-5E7%4R) https://www.jetro.go.jp/ext_images/_Reports/01/76b450c94650862a/20170058.pdf
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EU NEERMEANT—5ZRSEEE. T—FEEE (controller) DfEdn & HEEE
EOREL, T—YEERVS—OKRE. JOCADOREL., U, LBREHIS
RORE., SBHRORE. FA4DF1 VT WRKEZB LD LZEBMHITON. T—F
IMRRENESTZRICEEHKE (RETIFICO) ([CRICIRETETDIRREICLTHEHART
VIEANSYA AN

RO —IRFBEET ClE. T—YREROREITEEBNR SN VD (FEE®1>
HF—xv hMF—EX - TJO/A45 — (ISP) IRE(CRSNTULZA'. GDPR fEAT#(IE,
ETCORECEHRER 72 BELURNOBENEBCIT5ND. 2L TT—YEERERR
BREHSNTTHES. RATEHEFRTLED 4%F/2(d 2,000 51—0O (30 /EM)
DEEMNREND Z L(T18D.

EU I SA/I\>—BLUEFEBEICEATS#A (EU PECR: Privacy and Electronic
Communications Regulations. #&# e I'S1/)(3>—i&] 73)
NHEOBNEFBEY - EXZITOIRECHITI TS/ —RERA, —1—R
EDTZHIAT A POTZHIVLEERRENEENDY. AEMIC(E GDPR Z4#5E
9BEDT. GDPR TIEETODEBIHRICRBDICHU. Te TS/ —K] (34F
B0 -5k,
GDPR DK S(CARE<ED EIFSNRVLA, EU THRITD TS50/ —BRKUETE
SED] ODREULNESHSNTED, 2017 F£1 BICRESENHZNTVSD. AT
TOK] TR AT b2 ] ZIRRICT DREBEEDEFNBRE SN DM, EHEH
1% GDPR EEBRDIRVNETRD . T—FRBDIRICEESNS5E€6 1,000 5F.1—0O
(1518M) FEE2HEFRTLED 2%] &. GDPR EEREEDKECEIE LITENDR
AFo
Z#). GDPR &5 = Iz cEzBIELTLWZN, REDBEZRDE. TN
(C(FAEICEDT 2018 FRAEMZ BT T RiAdr.

73 BUE PECR T3, EI(THA b EDIYF—DOEIRVCKT T ZRRHEINRIESNTVBTENS, [DyF—i% | LR
LTHEEN3EEHD.
74 http://www.europarl.europa.eu/news/en/press-room/20171025IPR86836/parliament-

confirms-negotiation-mandate-on-e-privacy-rules

https://digiday.jp/publishers/winners-losers-eus-new-eprivacy-law/
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EURY NO—ULBHRIRATLADOEF1UF« [CBITS1EH 2016 (EU NIS:
Networks and Information Security Directive) 7>

2016 F(C EU THYRENTIES. (GREIT(@/R<KIERRDT) 2018 45 AFTITHI
BELANILTENEREZT T I D ENKDENSD.

MEEE. a.BERYA/\—tF1 VT EIEOEE,. b.iERTF1UT v IBHDERL
BRIz, o U/ \—IREROMEF—LAFKE. d.EUMEERORBRHMEEADSINZ K
HBNTLD,

&5, BBEA>IShE (IRILF—. . &, S>>0, BE. KE) S
KUOFEBRTZHIB—-ERTONASF— (EIN—RTSY hITA—L. A>SA>
HE. VSDORY—EX BRI>D>. SNSIRE) ([CHULTE. UA/N—URDE
BEFESY A TDEH (incidents) RERFOIRERFNRSND .

d>E1—4~EMZE 1990 (CMA: Computer Misuse Act 1990) 77
RTE. B8]0 \wF> I DDoS WEREDH 1 /\—IEFEEZEDHEE DBEDELMR
BLE ETRD>TLB,

@ EDOBITHES

BRI=v>3F—FHRK (ICO: Information Commissioner’s Office)

1984 f(C. 7—HFEE (DPA) BLUT SN\ —BRUEFIBECET DHRA
(PECR) [CEDEEBH#AL U TICO WEESNIZ. FEBATEFIAHEME (NDPB:
non-departmental public body) & UTHEAMNS (IHIIOERZE DN, FELE

DCMS W &EET CTHD.

’> http://europa.eu/rapid/press-release_ MEMO-16-2422_en.htm
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/677065/NI

S_Consultation_Response_-_Government_Policy_Response.pdf

https://www.ncsc.gov.uk/guidance/introduction-nis-directive
’® Joint Committee on the National Security Strategy (JCNSS) (2017) <IACC>

7 https://www.cps.gov.uk/legal-guidance/computer-misuse-act-1990
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ERDOMDIEF (CRIDBUAT - BIERDBERARE, BADT S/ —(REOHEZF

2. RITDT—5RELE (DPA) (CED<BEAT—FRVTEEDT —FERE
(controller) (& ICO NDEFREHENDD.

HEE (& 400 NEBOBEIIZAY. GDPR hfT2 s A BIEH/Q CAFIESHZE > TULV D,

EiRE

2EMRBE U TE. BEFIETFERSET (NCA: National Crime Agency)” 38R (CH -/
—JBFEEBFI (NCCU: National Cyber Crime Unit) W& TULV37, NCCU (4
>S5AEROIRECERZBLNTLD,

NCCU (&, HSERDOY/(—IEFEFIEEEZRD., O> R (CDVWTIEF. O R
Z1/T (Metropolitan Police) & (CH - /\—JEFFE(EMEHE T 77)LI> (FALCON:
Fraud and Linked Crime Online) % 2014 fF(CR5%.

=5(ICO> RODOERMX S5 Z2 (City of London Police) (CIZREARIEITAIER
/& (NFIB: National Fraud Intelligence Bureau) M&MNTL\D, NFIB Tl Fit
Action Fraud A&k, 1T - R - BEREDORENS ENDFHEREMRS. ERN
HNOERBIRIXEZTICON. DTHERIFIEZERANLDT,

7U>3>J0—-R (BN LREEOREHSZT L) *°

EEZEENYR—KTD. TrvS 2T EA-ILOVILD TV RECKDFFREE
BHOY AN\ —LREEORBLES T LAY, BEFL@TTITTA MSEEEICT D
TATED.

AHV R OPERDEENAD Z EICLDFEEHEZTDN. BEET A/ —KEDER]
ZWMOMEM(CH D ENS, AN WEDERKHEEL (C <\, EEDYA/)(—KE
DEEZ DN T N —FRBERT,

LT 2Bk, NFIB OB (CEE. SEROIBTFERRITTENSND,

78 HERICTER C DX BILTR AN I S2EBRIAM,. 2013 F(CIBR - SURSNIEDRICIR D Tz,
REOEREED 1 DICHAS5ND. —#(C [REM FBI] £MHENDZEEHD.

79 http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/national-cyber-crime-unit

80 https://actionfraud.police.uk/
81 HNNEICIFFER RV —EREDTE, (BRRBZRENSOETYSY, 2017 5 A 18 H)
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o IRTEEITHDILTEY. LFEFHOBIRICEALTIE, EFEMITOBERZ2@EHREA (
Eniza. 999 F/z(F 101) NDBIHRZKRDHSND,
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3. PMBRDEFRVURIELTOYA)I\—EF21UF1

(1) MEEDOYAN—BELYAIN\—EFI1 VT WROFIR

RERZE 550 FH DS BEREE 250 AKBOF/NEEN 99%ZEHD (EABEXES
D) o REFEHERL, FNEECETDRDA/N—F21UT A WRFEPAENTEL
TWDDNWRIRTHD. —7. FEICL D CRIEALGEET —9Z2RSITNEEELE . K
TEOYTSAFI—> - URTEFUELTWDZENS. FINEEDOY A /)(—tF21 D
T4 MWRIIFB(CEERTH D, BICRTESEBEOEEEITY /-1 U5 BERE.
ZDEFEAEFFNEEZTRICLIZEDTH D,

FUNPEDOY AN —HECETIV-—RA 2RI E. BE—FBCHA/(—HE B> 25
INPEDEIG(E. 2D 16% (Fa1—Yw ERRAN) . 18% (BCCHAN) %, 45%
(DCMS/Ipsos MORI FAN) 33 & 1> TWLBY, BFICHENH DD (FABZADED
FFREDENCIIZ., BEATA/N—FE(CE > EZ2ONUIEN SRV MEENSD D,
ZETEWECE D> TVWB T EICEINRVBEEZNCENEEICH D EEZBNDB,
WERRDOEFEEN E CETEEDOBITDIEDROND NSRS, [THhRDDEIEDH
IMBESNT A\ —HECEDOTWVD] LIFERDIEBED., DCMS DFFEBET(E. T/ -
ELUT. T7TILDEKR, S XFLEZE (corruption) . 7OTXEZE (denial) . BA
BIRMRIRENZTFTNTLD,

NCA & NCSC HY 2016 EMNBSNAKRL TWVWBD B /N—IEFEHETDIRES (C LD E. 2015 4F
(/SO DARIEFIA (misuse) &1 /\—FEER (Cyber-enabled fraud) HREDEIE

82 https://insider.zurich.co.uk/industry-spotlight/875000-uk-smes-suffer-cyber-security-
breach-last-year/

83 http://www.britishchambers.org.uk/policy-maker/policy-reports-and-publications/bcc-
digital-survey-2017-cyber-security.html; %8 100 AFKiEOTEE

84 Department for Digital, Culture, Media & Sport (2018)

8 LBECHAN—IHESEIARERDH D INPEEERAD 66% |EVIAEFEREHS : Federation of
Small Businesses (2016).

SONIITMEEDIE1-HIBALTNS, ENNFEE T DETICHEENS—ENMNIONZESLL (RREY
AN=-FFIUZBOETU>Y . 2017 12 B 7H) .
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FED 53%%EHHTNDY , FHDOFRIIENSHIIBTELEN. BEEREEADLEEDOH
RODEHAHIHAIN\— L TEFENBLDICHOIERR. TNEESILEFOAETA/\—(CE
STERENDTERSZS,

L5 DCMS DFRBE(CKD & T/ —HWE(TE D e NEEDOHEI R ~ME 1,380 R> R

(2075 7,000 ) (FRE) T, KENSDEIRIC 1, 2HZELTLD. HEIX D
RICE. BEOEIRIR N FERtEFI VT HRE, HEMILCEHMNNDREEE DS
OXR b~ BEFEBMESNDCEICIDERBEROR MIENEEND. AEBEETE. F
IRELA(E 175 9,600 /R B (294 H5H)  (RARME) (C kD, ERFa1—JvERRDHE
BCE HECESTZHNPEDDS 22%FHEIX M 1 AR R (150 BFA) Z8X.
5AR R (750 BM) ZBXc#E 11%H oz, HEIRMNIEZETESHDIOMN
BEESDEN DD EBNON. CORFEEMTHELU THRTEDIEDTIFRLA, AN
—WETHRDDRBEFERITDIFNEEELZV\LEBBIND, BEROEEREE - JXME(C
M. BEDRKERNSOERET EVWOREICRARVWVEICKD. REIANGSED LITK
TDOURTEFISATND,

HA)I\—tF 21U+ ([CHTIEHLANIC(EENRDSND. L5 DCMS OFRETI(E.
FAEMRFINEED 57% WS4 /-1 U7 DUXTZIF L (FEEZRZ (T LEE,
BAN\—tF1 U5+ - URTBEEMRMNKESNTLD (cyber security governance

or risk management measures in place) %€ 73%(C ED. —FH. £HD 26%%Z 5
H3 [BhERUS—RESNTUVRWEZE] OS5 39%(F [DE5ESHEHEROT, T
AIN—tF 2 U5+ (IHERLY (we are too small or insignificant for cyber security) |
EBEATWD,

BEZTNEDCALELTERZELTE, ERICHRZHB O TVDIEELEIEDEDLST
»Dd. LEBCCORAAICKDE, BIFD [PA/)\— - T2 v)LX] OFFEZEUSL

87 National Cyber Security Centre (NCSC) and National Crime Agency (NCA) (2017),

2018.3 Copyright ©2018 JETRO. All Rights Reserved.
32



TR IDARD 24% (BTN, FIz. 63%DNE(FIH 1)\ —KE(E S 12O %
2THEBD IT ZBE(TEE TR,

(2) RITOZIRMEH
FNBEDY A ) (—F 1 VT« HBFH E LTI UTFDEIREDHEFSND.

e [ExUA/\—ttF1UF+ - tZ>4— (NCSC : National Cyber Security Centre)
> MR—LR—ZCHNEEEIR-DZFE. FNEEETT A/ —tF21 VT3
RDOIAHF 2 RIREZIBH L TLND.
> EOUA/N\—tF+1UFsELZBMNETBEEEEHIE Cyber Essentials Z:&E.
o [BERI=Zw>3F—FFB/ (ICO : Information Commissioner’s Office)
> IR—AR—Z([CHNEERIIR—-DZHE.
» GDPRANILT SA > EHTZ(CR.
e ruh\iPEEEE (FSB : Federation of Small Businesses)
> IR—LR—(CHA/)\—tFa1 VT 1 DERR—D%KE.
> MEERECHU. HAN\—tFa1UFTa - ANLTSA>2&HET. FAD 8ENS 20
BF S CEBSEMR - 77 R/ RZRME, RN SIRH LU TWDEBERICTSRT
BDETEMLTHED., B—EXTEREHEPIDO NCC IIL—-T(ThF.
> DA\t F 21U RO/ —CHERRZRECH I DHFHD 1 D, FRRIGTE(E.
E=FHWE(CN Uik 10,000 /R> R (150 HM) . BOEERE T 5,000 7R
>R (75 BM) %%

88 XBCEEETIE 10%. SHIPERE 15%ER82TW3, BCC Tld. Cyber Essentials O3E&%! (300 /R
~R/4 73 5,000 M) ZHIERIRICTDEEIREL TS,

8 ZOMFFERBCIHOTERIZTNBD. IRITIE 12%. BR(E 2% R, INSORHCEFIVTANBEBRERET
(& BEARN(CEF VT REA2N\DRATEML TVSEDEIEREEND,

20 https://www.fsb.org.uk/first-voice/cyber-security-essentials-for-small-businesses

! https://www.fsb.org.uk/benefits/support/cyber-protection

°FSB OFRIRE(S 142.50 KUK (275 1,375 ) h5 (ESHTEUNEENS) . FSBOYRYZ
EBEEDOTIF—(CSHIUIRR. YA\ —RBRIZIEOTH FSB MIADAY NI+5382 [EEIEEENz (2017
F£12A6H) .
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SEBmEITAfIE=F—TOa/\—tF 1 UF 1 5REERD LT,
2016 £ 6 AlC. BIFICHTRIREE [HA/N\-USUT DX TZH)UERICH
(T 2HNMEEDRESZE] P EH U, RNEEOBREERIF(CTIU—T,

> 201758 [DF050] REEDER) (CNCSC £55. F/NEEDOT1 /-1
Fa1YUT 1 BENERORE CHDEDRHES TV, EXADFrRILEBBEL
TH/NEZECHESMNI TS ZETER.

e O>R> -F2H)IFa1UF+r - 224 — (LDSC : London Digital Security Centre)
> LDSC (&, O kRmE. O ROEZEHRT (Metropolitan Police) « =71 £%
(City of London Police) "R TIZI5 EIFfz NPO, TREDPKERE EEHHEER

ZFEA TN,

> LDSC BN (&, F/NEEEZDA/I\—LBIFENSTFDIIE. EEAMITET A/ A
PETFHAESRVDHNEIK,

> LDSC (I=E#l (BR) . T=F—. J—0>23vIREDANR bz, ERI
TECHULTA/I\—tF1UT v - PTEAAD MREDOT—EXEREHRMHL TH
Do

(3) RIEETNTVWBSYA/I\—F1 U7 R

F/NBEOREEEDEIAYRE v —alTOYA/\—tF+a1 VT I F—(CZHSMUT.
TS —DOFEER AN\t F21UFT7 - B—EX FEESHR. I>YILTa 0%
HRIREMFEAET, BA/\—Fa1 VT v ([T DEHZME L. GDPR 2R fctt+
AT A HROBEMEZFHNTLZ, —BOTIF—TROBSNZXA Yy -3 TFOL
D1REBEDTHOT.

& RCOLRENMA/I—URXTCETEENTND. [DEEEHEETHOND LSS
—HIIEN] ([FHBDFIRN.

PEENSHUIEIF—TIE LDSC DFIUT 1 - FHIZMSHAN—IHEDRIKEN VR, THA—- Tyt
I ORI BN —tF 1T858 NADT-ROTYRTZIF7(IED) BREZRBAL. Sl
ZOERBHREZETSIPUTL,

o tu\PEEERS (2016)
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[ARZELCIEUL, BA/N\—tFa U JRICEIKE-HRV] « [FHlEEQRDT,
HA)I\—WRICEHTRIIVY—-RAFRESNTND] IREEEE>TLIBNRL, —BHAa
IN—HWE(CEZS. EEROMICERCIZ. BEOFHBENSOEFERKICED
R0, BHAN/REZEY X T (CEIRD IR,

o DOFDHAN—TF1UFT+ FEEDEEVURITHD., DY TEEEML LT
EDAFRRIITNIIRSIAVERETH D,

o X CFSRATNIRSIRNWERE EZNLINVEHR T 5. REBREEICDVTIIRAR
AEERtF 1 UT MK ZHE L. TNUIMCDOWTIFEORX MEDFREVWTHRDEH
DM RZIRET T D, BEIRMICUIZNWN. TSI 7« v oORT7ITO—FZED.

o HREEROUA/N\—tF1UFTAWRELTIE &FROS - VIRIT DA A —
e T=HDN\Y o7y TZBRDERERLTHE. T—HDESL (T>oUT 3
) INRDT—ROEIE, RE, L—ZJ%FML. —RHEREEESHETONE
B(RHKIDZE. )

o HA)\—tzF1UF+M&K(E PPT (A(People). Otz X (Process). i
(Technology) )} M3 DICHIFTTERD. REBEERDE Al . WK SFEEEDIT <N
VI RDT7ZEBALTE. TNZESHEENFLZRZIR U TOTIFBEFE SRR,

o ANDBEIFEREENILFv—IRE, BEIILFv—ZZZDIDEREDY—F -2 v
TTHD. UA/I\—tF1 VT« DEENIILF v —EZHEHICRESEDIDEHREEDE
£.

® GDPR DfEfTZRIA(CIEX, BEMOBIRETZEFWUEFEESLD. BA/\—tFa1UFT
MEZEE(C ITOEDIETFIORA MEEER T, BEOFTICEDRADHIRIRNESED
RONDMGERZDNRE,

o HATFIEPAEEDOEEILEEDRIC, A/N\—EF1 VT« WRZBHICINRDIBE

BLEMD TS, KEEZIESERC, TF1 VT WROHVEBIFZOF/NMEZEZT L

TRATIDIRKHZIFATH D", lLEAFBATEA—ILORBYLT RL R %EEA

LT, YILDIT 7DD ITHRURERITDORE, AEFEDOHITSAFI—>20DH1)\—
TF1UFT+ - URDFRATH D, ZOBKRTHNMEREDOT A /)\—tZF1 U5 iR
(FIEE(CEE,

B THAN-IRED 7 BFE=FBEZNUURATIEDT 9653 (RBEOHAIN—tF+1U71- FFUZIBD
E7U>4, 2017 %€ 11 B 13 H)
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o HA)\—tF1 U (JEFRNEEZHET SEOREEERD 1 DICERDDDH
Do TF1YUT A MEDNRTRDRBEEIRZAS MRBVWERREND, S5(CTHhE
BIICBUTEERIDZT1—FTUSI 2 RACHAN—tF 21U WIEESENDLD
(CIR>TETULNB,

® GDPR MISTHLICERACNIE. TEF1UFTo 35Kz Lo DITLVMEREICET D]
EUTERMEDRA > MMTERDES.

o LTUTAERDORMMNS(E. A/ —HERERCEES U TOENEEZRIER
(CHNZ D ENRRD. TERAXMMR] OUXTFHECEDE. BEFRREE/RE(CAD
Lz —XF DI htsaEzd Y,

o HA/\—REMIBEIRCILKRIFLTVDM, #HEIX B CREPNEETENHEE TA
BNEREFRZINNS, T/ —IREFL% 65 HUNDHEEZ MR ET DHRMERNE
e FREREBESICENEBZRLU CODERNZOVN, ERICEHUWVNVGENZL, &
5 ([CEEOYFSNRAR I AN FERDHEEDZE. REHNT DRV —XEHD,

(4) GDPR ZHA)\—E+1UF 1 WRDILHEIC

S 5 HOMATHRZ BT (CIEX . GDPR MM EREDKRERELFECRADTND, %
DODYAN\—tFa1 VT o ] ofc=F—(CEMNTTE. REFIFEAE GDPR ME(C
Ring dimanEhort.

TEEET S/ —REETA/\—F21 VT« (TR UCEDRDOMNENSEERNNE A,
BARFOHBICEKDE. TSANE —REWRNT AN\ —CF 1 UFT A WER(CEDRND, #E
BOECERTSAINS—REELHA/N—tF1 VT FOADERZENDZETTRDD,

%* REIOYAN\—tF+1U51- 7HIZAMSOETUSY (2017 % 11 A 13 H)

7 [BRAMIRIOTEARA FNOFER. FEDOH A\ =205V [ EVWBIRATEHDE S, HIL TE R
BFZCOIDDUZIEIR/IN\DICRIFTWS, (BUFBEMRENSOETU>Y, 2017 5 8 18 H)

B YA \—tF1UT(IBLRELHSOETISS (2017 4 8 25 ) . BUREGEMOEZU>S (2017
f£5H818H)

B UHU. TFANS—REEHA N —FIVTHHEBNT. ZBIR—2ESN3LIRMBEEHNE BN TIFARL
NeEBETZERZET2EEEHD. : Joint Committee on the National Security Strategy (JCNSS)
(2017) <BT>

2018.3 Copyright ©2018 JETRO. All Rights Reserved.
36



FTOGIALDERICKD. BEDT—FEEFEEAENTA/IN—LEICRDELDICRDZ, 1P
LIzt > T, B /N\—EF a2 UF 1 RUICEEDRTSA/NS —[FSFNR0n. £z, BADT
SAIS—HTFENRVMART(E, HEBEEFZOLULT (BEPBFAEZEELC) T34
—EXEFESTENTEI SEFSHIBBRORRB(CEEENTDEVDER CTH D,
ZUT. AAT—HDRELICO. HA/\—tzF1UF« (ENCSCH&4BHL, mEN
B(CHH T D ENDEENCIRD TN B,

BERLE1—DfER. TaENRSA/\—F1 U AGHIEEI . HE(E GDPR DE
HEREDH T+ EWDONHEDBHATAE E/Ro TS, BRFTlE. GDPR DEA
% 2B CHINPED DA )\ —F 1 UT 1 JRRIENBEIND T EZRFEL. BARREE
RUTVWB'S, Ffz. T—IWEOBHEEBHEMFCLD. BEOH A/ (—FHEOEFNK
DEASHNIIRD . IEFEXRRRET — S DIREICDIRIND Z EEBEIFFL TS, ICO Tl&
GDPR OEANR—%%E™, &z GDPR Wb -4 > A%z H U TH/IMEE R (CIEHRF
EZIT> TS,

GDPREA(CEIL. EEDOYA/N\—tFa2 U BEBZENSEUATOXISRIAT
n&Ho1z,

o EDYA/)\—tzF1 T« WFREEEDIBIFOR(CIRDED.

® GDPRDIZTISATURAIFHRDEULWLDT, GDPRMIGZELDMDYPRZE(CKD
T. e TS/ =& PSD21%IR EEEEP D DZ U MEDERENRD IV T TED &
WD RAUw b,

100 1CO (CkBEM2017 FEBER T FATHRIPED 61%NBEET 9245 IEETNE]
http://www.cbi.org.uk/news/full-speech-elizabeth-denham-on-cyber-security-and-data-
protection/

101 T {2 oA AYE N (BRE S AL BIBL TKNBLEBLTCVWSHEBISMAD 2 EIi2E ] (FL)

192 HM Government (2016-2)

103 THFF(E GDPR ([CHAFLI ETEIRVN EOET REEMNMNE (BREOYAN—t+1UT (- TFHIZMDS
o724, 2017 % 11 A 13 H)

104 https://ico.org.uk/for-organisations/business/

195 https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-the-gdpr-
12-steps.pdf

106 EU m3R#EH—EZIES T (PSD2: Second Payment Services Directive)

2018.3 Copyright ©2018 JETRO. All Rights Reserved.
37



o HRKICRTE. GDPRODTI S/ —REFIKENEL. GDPR ZEFINE. =&
ZFEUAEH DD e IS5/ —KICERIETERY,

o WERAENS 72 BEANDHEBADEITHEBNIREF LS IRERD, TEZ
BEITEEBHIRET DIBHOEENELTEIR TH D, BERNRSA RSA>DREKZE
FEIZWL.

o EEDZEDEMICHIEOTIL MEITE 5~10 FREEFSUTHER - BRBE SRS
DTIFFRD, EEEBID ICO BREDI> TSA T2 REHET DT EHMESICH:
BEBD, WERDERPEAFRUBEDSIEENT LV EEFEX (T,

o {75, FEEMDAETUV\PEDERIEF(E GDPR Z —#%(CHS UHDWRMND D, T
(FEMTH D,

197 RRIOYAN—tF1UF1 - 7FURMBOETU>S (2017 € 11 B 13 H)
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4. SEODEER

AIETHD £IF7z GDPR DBADA, SER—TEDERNRIATND IoT o, EORZERE
DEFRNSUYRIDEFDONEESSNBEREZE > ISDYA/N\—tzF1 U5 HSED
BRICIEDERBND, FHRZXREDTHEL.

(1) IoT (EJDA>25—3Y )

® IoT DYAN—tF+1VUF1 B

IoT (BE/DA>F—2Ry B) [CFDDDITA/N\—tF1 U @tOnEENUEINTL
2. IoT (& T Y—ZWE Uik z WiFi RETRY NDO—JILERLTT—9%
EE, WELZKRET—9 (EvIT7—%9) 25—/\—-LTUETD, ABZNEIHER
TTTF—HFDPDEDYHIfEHZITD ZEMNS. M2M (Machine to Machine) EEHNSZ
EEHD. [oT DEFIYUT 1 DBRBHFESNDEZE(CIR>edD(E. 2016 F 10 ADK
EY-> (Dyn) # (RAA>&TO/\A(HF—) (CxF 2 DDoS WE, COREIC(F1>
A=Y NMIEHENIZERNDAS (CCTV) YOI THAS, F2H)ILEFALTI—F—
(DVR) . AX— hA—=F—BLPIL—F—RREMNRY bRy hEUTEBRASNTLES
ENDE(CHIBA, 2017 £ 12 A(CEFENTZ 3 ADLRAE 251 (Mirai) | £WLWSXIL
DI 7%ZRFE. B—IBAFLE 2501 ZAFUZRIOILAG. CNSD loT HEECA
A=Y RZENTUTCENMNRBALTY I Moz 7ZsEAUE. DU KB FICEWLE
IoT #ERB¥(CIEMRIRMFCON Y RZEXD, WBENS A >0 Ea1—F(C—F(T/ Ty
N F—FEXOMIFTH—/\-O2E1—9Z5F DT>, EBFBRREICRSET.
[=51] (& [F/INAZXZRUIRHTHS 20 BFREIT. 6 73 5,000 ElDFT =5 ) LiksdsCR%
] . [76 NTECBLT] BEHBIML. BRILATTSE. DEREREFCED 30 H1E
DHEEINSIRBBERY RND—U&FE>TWLZ] £WD%, [Z5+0] (FF—Uxwy P
ZBUTLAIL. =501 L2ZEOBEBOVILD T 7(CEEELZ DDoS WENZTDEEH:

1%nhttp://www.huffingtonpost.jp/foresight/internet-revolution_a_23333310/
109 4352y NDBEYA o 1> —2y N ETRIEAIRER IP PRLADSE, FFEDRZANISE1-INEIDH TS
NTORVT RURAZEM], BEODRZRIS D UNSE 7 IZATER,
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WnTLBH,

IoT #2RDZ < (F. WBiSNIZY I MDD 1 7Z8HID (TFa1UF0/\wFZa1> A h—
LT D) SAFAILIBOTUWRNDIED, IEER/\RT—RTREL CH oI E L THHTE
KEDFT T A )L bDIKR DT — RZEETEIRMEEA# (CIR>TULWED & IRV EHEUT
BLUTEF 12U [WERAEN, SETICHHBCRASTNTVDEEEMIT [oT BRD%E
< (HEMISETOMCLTVD. XA—H—AICFEFa1UTa iRz T 1>t 70 ITH
IR, £V EEBO T, BED IT HEBFBDLA—-H—NMEHETIANILTFTZXIH D
VO 23y TOHEKEOAEW D IZRIRAE (ST D H/R— MEFIBRL,

St HEAEMITO IoT MiZE—RUTHEART D ERIAFTN TS, 2015 FERCELICTHSR
AT 140 28D IoT imARMHEI > TH D, 2020 FFHTICEDEIE 200 EEHM5 1,000 /&
BISET D N, mHBEOFRCENRDDIENS D, ToT Hisn—BE R UIER.
SETAN\-REDY—TvY MM /YT HS ToT AB47] U, [—REEEE(C/ \—
ROTT7OF+1VUFTEEZERD (FERUMITD) | KRMEFNDZLCRB.
NCSC/NCA DIREETH. loT DY /\—BRiziEHL. [ I=>-r] d DDoS WZ
DESRYAN-KEE, SSCHBEZILALTECDIEZD ] ERBLZRRATND?,

@ MeS57%3 IoT HazDf)

MEEFEEEE. [MRIEMN/\wHh— (ethical hacker) | ZBRIDdHA/N\—tFa21UF+r - 77
FTUXRDEZEM AN Do, COFFUR N HBEIEE5 > TTOREDRR
PH—EZAAND/\YF 2 I%EH. AT LD ZIERHUXNRZIRET D4FE L TL)
Do EFEBRO—AELTEMUIETLE>DBT. COT7FYU MNIEBEEDIT7TY
M5 WiFi T IoT @O ML (BRTHEZHNTOHNA) HABAL. HTH 15 BT IP

10 f= X (E EU @ ENISA DIREEICUZNMTD : ENISA(2017)

111 https://www.parliament.uk/business/publications/research/key-issues-parliament-
2015/technology/internet-of-things/

112 National Cyber Security Centre (NCSC) and National Crime Agency (NCA) (2017)
1132017 4 A 25 Hoe7u>y

114 http://www.radiotimes.com/news/2017-09-14/appkettle-review/
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P RLRE)IRD— RZEUS, BHEBFEDTTUNSTEDT MLUIC [53< 80CDHER
BNl EON REXEDTEEAEEICEDTZ. BELEIDT MNUBKRED WIiFi Ry hDJ
—JCEREINTULZRE, ZDIL—F—ZBUT/\VIOVICRAL. RFESNTWLD E
A—=)L7 RLAUZ MOA > =2y N F 2T OOREFMIR S R2IQIBIRICT IR
TEDLDICRRD, TOHEREC, VITEALR— hexllBlERkRef AL cO>
RHATEUS MLEED TWBIHZEUZILIA LTI —IJILRYy T ECRRUTRE
Iz

E5(C, HEBRERRREECEZTAHFARSIREEECROTZHIEUT. Al BET [25EZ
9D AN Caylal OT—IXMMBITENTZ, Cayla (&R UCBEFEFZEL. FHOREZ
/)02 E1—F(3XD. T TRAEOABTZEHETL CEYAEIEZST —FX—IN5
BUELEZZIRT (= A\E(ICRSEZSED) (HHAH'°. BEIEES (PIN) GBS (T>
oUT23Y) BEONTEST. SBETRDIATFSNDRFEZE CAEIENTT—/(—
OAE21—INEMUMITDIRECR DTz, SOV FUXRREATEETS.
Bluetooth #EHDS. £ET 4 BODRATTFENHOZS5 UL, TODIRRZEAX—H—(TIE
ZINZAR U MEIDBRIZEF/SNT . &/ BBC NFEZFS5IAH, BBCHOZ1—RXEULT
£E(ICRSNEGEBICRD Tz, COAFIEBINCBHESNTED. R Y TIHIRFEELLIEE
PESNBFER SR 20,

® IoTDOtEF1UFsHEZH TS

PEBNAULZT7FUR MM, BERBCHEISDSZ <D IoT #ezdtz41 )7+« MHRDOEBH
RSZIEE, [BHEFLRTE AN—bH— (BANEELE) REBD(ICEFEDIXECUNRR
2] EEED TV, MBICE ToT OTEF1UFTa MREH UL EEZIR< 1 /(-1
Fa1UST+ - PFIRMEZL, TIK(EG [HIZOHERE (market failure) 1 (ZH2D.

BF(E IoT WmRDA—N— (T UBLUWREMEEZERTEH N ITIRESLLOERE

115 http://myfriendcayla.co.uk/

118 http://www.bbc.co.uk/news/world-europe-39002142.
https://www.washingtonpost.com/news/worldviews/wp/2017/02/23/this-pretty-blond-doll-
could-be-spying-on-your-family/?utm_term=.5203b02072c0
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3551170

IoT ZHBBAFDAEE. £9 2014 F£ 12 HICHE=NTZEAZE (1B(C Blackett Review &
WD) TRENRBEMEEBENBFN RSN, TDOLE1—ZFSF. BEANREDIZEE
1t - BB —DHEER REMIEHRS (BSI) SHICEEF CHRIISN/IZMERE HyperCat!'®
AMBELY. CCTV. ANX¥— X =45 — RO—->. BEEGELRE, ERIDEFCDOLNTEHEY
AT EERFE THEREREPEREBEEDREZITO> CLW LR, Fie. BEH
& IoT UK, 9 KEDOUY—FI>Y—T A [RKSR (Petras) | %6 IoT HEED
TesbDHERE & U TRz SNz,

BECIRARTZ KD (S, BDEID(C@ND IoT #ERDtz+1 U7+ WRZHEE(CERDDIE
RAETHDZENS [ToT DtzF1UFT 1 MRIFEFEDOEE] THD. FHETEEMN ST
AT MRZMHFHADREZEWND [TF2 VST WERKDFT T AL MEE (Secure by
default) | PREINBEEOI> YR ERDTNE Y, BAEN(C(E. O1—Y—(CxHUL
FIAIRDIIRT— ROEEERITSRAT L. QFaUF1/)\vF (VI NITTDT
w7 — ) RiGREENBEENICH D> O—-RID, FelFI—F—(C1> A h—ILZ{E
ItiEAH. OHRMDTF 1 U« WMRFIMDREEABIDETEIREZ 10T HEaA—H—(CFK
BT DENDTZARNEZI SN TS,

IoT JFZHIEL CTEEZBDION. TNEEEFROBERGICEEDONBRRTEZRN
TNz, BROECS. BMiEHRDORAE— RORWEE(ICHETDDSTERFIEDTOE
RZHD TWTIEETERICEDRV, TEEFRIEIC ToT OERBIKRIEESBENERD
B —HRH (FIEREN TH D VWO EIBRAICKD . BUF (FEAEES TARZ RS D+ (CEE
&, FEREFIEBETNIY - RUTERFRERAY— T &0 2TJOT T U MEITE

117 https://www.theguardian.com/commentisfree/2016/oct/23/internet-of-things-
vulnerable-nework-hackers-brian-krebs.
https://www.theguardian.com/commentisfree/2016/jul/10/internet-of-things-better-made-
things-smart-devices-security

118 http://www.hypercat.io/

119 https://iotuk.org.uk/

120 https://www.petrashub.org/

121 “secure as default”, “make things automatically safe” £L\olzEVVAEBINS.

12 WRFREREHSOET)>) (2017 411 B9 H)

2018.3 Copyright ©2018 JETRO. All Rights Reserved.
42



HWHIRH A RS> (1TEIRREE) ZHREL. HER - MEZNR> T EVWDAIHTSDED
B(FEEENTNDE, RBEKETIE 10T EREFZRTEZRTTHD'™, EU TR, Y+
IN—tF 21U BEHERT ENISA H'5 2017 € 11 B(C IoT DRIBIT Dy RTISO7+
R) fHENTH N>, RMEES. KEBMA. loT €5 —. —EXTO/NA5—.
HEBHHRRE, 2 TORT—IMILE =TT DIEH EMUBED TSN TS,

[T UFT o JERDT T AL MNEE (Secure by default) | [CDWTIE, THILEHE
BERDIBHET DCMS ACIEHEF—AMEESMN. NCSC > Tech UK (7o/0O>—1b%
DERFUR) ESE L. {TBEE (Code of Practice) DIREIEEMNESHSNTUNS,
REEPETIE. BIFONT AN S S(CROSNDIHZEDY —ILE U CERARRREIFER U
BEE1EFIRE (Consumer Rights Act) . BIERSTE (Sale of Goods Act) . BHREERE
# (Product Safety Regulation) . &KXU BEIS THREFDHEEIEF (CRII DA o
PEERIEA (T RAINB OFVEEHIE (BEIS B#) « EROISNILFRRCH T DRHREDIRFTE
ThncTuna',

Fle. E/DA2A—RY bERFWDTE. BBIHRNSEDDIDET—FTHD., TDT
— B BEANDT SIS — BRI EFENDIHE(E. 2018 £ 5 AT GDPR DARHIXIER
EIRBDTEBMULTHL,

123 http://www.computerweekly.com/news/450423812/US-plans-IoT-security-legislation-
but-UK-unlikely-to-follow

124 https://ja.scribd.com/document/355269230/Internet-of-Things-Cybersecurity-
Improvement-Act-of-2017

12> The European Union Agency for Network and Information Security (ENISA) (2017),

126 https://dcmsblog.uk/2017/10/securing-connected-world/

127 https://www.techuk.org/events/roundtable/item/11437-roundtable-dcms-iot-secure-by-
default-project
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(2) EIREEA>TIS (CNI)

© BEREEA>ISICHITIVAN—EF21 VT ER

EREE1(>ISOYA/\—tF21 VT " BFOREFIRD 1 DELTILED TSNS
HRELUTE UTOXSBRESENDD.

& XX—hIF4RE [oT DARMEA>T7STOZT U MMEEESNTE D, SEBOE
FALARDEAF SN TV D,
o CLICHBOARETVHBRIOSTIOMELT. AN—MA—F—E0Z)\-H)LoL>
v MOEIFBND,
> AN — hA =4 —(F 2020 F£FTICRELMBCIBXFTDZEEBIR LTV,
JO>1 0 hOBECKD. BEFEFSELUCESNZEFRTSHD S,
> — 7. BAHEMEOFER. &@EHaeN I1=/\—-)LTIL>wv kb (Universal
Credit) | EUT—REESNDM. AABHEODE(C (FHEFED 9 El. GDP M 7%IC
HHITIEEENAS S THRIMONDLD(CIRBDEDT &, BISLUERS
AFLAD—BDTF1UT 1 HHENRDS B,
o FHHEZFRVPTOMMICKLDIEREE A2 IS(CHITDITA/I\—KENEHR=NTULD,
O 7 ORI RE DFEZE (TR I 2B IBAE[CBIRVTZURETNIHO, R
BRI E DOREERERN BN TFRVWHD ERE T 3RS ZEBEN L TLD,

@ BREEA>ISOEF1U5 1 iFH

RERMGE. EREEC> IS (8K - BIRSNEHZAIC. EROZERETLERLEEIC
WEARFRT, BRIGEREN - HRERPAGBDIBRCENDLOLERE., . X7

128 fEsK(d 2020 FEFTICRMH(TBAHIZ LR BIBL TV, BEFERENMREENZLSTHS,
https://www.moneysavingexpert.com/news/energy/2018/01/switchable-smart-
meters-delayed-

129 National Cyber Security Centre (NCSC) (2016)

130 https://www.standard.co.uk/news/uk/raf-fighter-jets-scrambled-to-intercept-russian-

planes-heading-for-uk-ministry-of-defence-confirms-a3740051.html

131 https://www.telegraph.co.uk/news/2018/01/26/russia-could-attack-britains-

infrastructure-targeting-power/
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I Rv D=2, JOEX (the assets, facilities, systems, networks or processes
which, if lost or disrupted, would affect national security or the delivery of essential
services, leading to severe economic or social consequences or loss of life) | &EH
LTWB'2, {e¥E. REARTAH. @E. b, B2U—-EX IRILF—. &5
BiE. BT, EE. FH. E#H. KED 13 I -—NDEREBA>ITSCEESNTND

133

o

HEDRES. BEEREE (> I SOABDIRETIT—DIZBENFE - BELTHD.
TOLELEREOREEMIRECIFETI?. UhU. B/ —KBEZ I TZIHEDEN

HEDICEATHBSH. BREEA > ISICEANIBEDTA/\—tFa1 T+ MK ER
FHEFHRL. BEEICUTEHRLARFr X)L ZB UBE LEZRIAB /2> TLD. B
B(C(E. NCSCPHHIBMEUTFHEM T, MCESAT. EEHRE (BSd OFCOM, KED
OFWAT 72&) . CPNI. RERFKRENEHO TS, S5CEBA> ISz

TFTAHFEIORBELUE. RHERRIEDZIEICDVWTIRET INL . BEDERZEFIEHIMmTE
52 (JCNSS) THEMNFiENIEE3THD S

EREE>TISEFO>Ea—FTHilen. xv D=0 N U THREHSITLNS
ERORBIRENMTOND ., BRORY ND—D(FA 25 —RY betL. T—YEE(TH

BRI DTS RZEFAITDECSIEERITND, FERAEFERS AT LNSTHIRD
(off-the-shelf) MRS AT ACEITIDEEBEITVDIN, HESRTLDA—T—

132https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/62504/s
trategic-framework.pdf

133 ERBBAOISOIBTE(L. REEN THAEEEANL, LX(E BT 0BE. JO-NIR, BEY-EA.
RBERBHRIATL (REDHZE 999 &F) O 3 BENEREEAIIIEFINTLS, : Joint
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