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WA THIZTMBLEREA 74 R(E, 2021 F7AIZ, JHEEM ., CCPAICERLI-AIREMED &
HEFRBIIHLTEMNTA-ODFEFOBEMENSTNT HEZBTEHY— LT RRLI(
https://oag.ca.gov/consumer-privacy-tool) .

BCDY—ILIE, TR TIE. BHICFE R ATEE7E"Do Not Sell My Personal Information”) > 9% B
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®.MDBEMGCCPAERZEUAIREMEAH D, CcDY—ILZBLTRIEREZA T4 ANRNE
LE-BEHRIEFAES LUOBITICERASNSGZEITEENBETH D,

“This tool is not legal advice. The Office of the Attorney General provides this tool as a resource but
takes no position on the truthfulness of the information submitted or on whether a business has
violated the CCPA. Please note that the OAG collects the information you provide in the tool to
assist us in investigating and enforcing the law. This information may be also be subject to a
public records act request.”

BAH)TAHIL=ZTIMELEREA 74X (. 30BE DGRBS CDYV—ILZE>TERIN=F
ETDBHMZBOEFA—IDEEEFEADEMZE>THIBINGDHEWNIILISZZTEOTULVA(
https://oag.ca.gov/news/press-releases/attorney-general-bonta-announces-first-year-
enforcement-update-california) =& . §#& . ITIEKYRZIZLEHATEEMEMNZ LY,

“The tool, available here, asks guided questions to walk consumers through the basic elements of
the CCPA before generating a notification that the user can then email to the business. This email
may trigger the 30-day period for the business to cure their violation of the law, which is a

prerequisite to the Attorney General bringing an enforcement action. The tool does not constitute
legal advice.”



https://oag.ca.gov/consumer-privacy-tool
https://oag.ca.gov/news/press-releases/attorney-general-bonta-announces-first-year-enforcement-update-california
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B 20164222 FREINT="California Data Breach Report 2012-2015" (
https://oag.ca.gov/sites/all/files/agweb/pdfs/dbr/2016—data—breach-report.pdf ) 30
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https://oag.ca.gov/sites/all/files/agweb/pdfs/dbr/2016-data-breach-report.pdf
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B =11 (Anurag Gupta et al v. Aeries Software, Inc.) DIREIZLDE IS EIITILCIS
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Anurag Gupta et al Aeries Software. Inc.
protect, including through adequate encryption, all data collected through the
course of its business in accordance with all applicable regulations, industry
standards, and federal, state, or local law
implement and maintain a comprehensive Information Security Program
designed to protect the confidentiality and integrity of [PII]

engage independent third-party security auditors and internal personnel to
run automated security monitoring

audit, test, and train its [security] personnel regarding any new or modified
procedures

segment data by, among other things, creating firewalls and access
controls so that if one area of [Defendant’s] network is compromised,
hackers cannot gain access to other portions of [Defendant’s] Systems

conduct regular [database/computer system] scanning and security checks

establish an information security training program that includes at least annual
information security training for all employees, with additional training to be
provided as appropriate based upon employees’ respective responsibilities with
handling PII
routinely and continually conduct internal training and education [at least
annually], to inform security personnel how to identify and contain a breach
when it occurs and what to do in response to a breach
implement, maintain, regularly review, and revise as necessary, a threat
management program designed to appropriately monitor Aeries’ information
networks for threats, both internal and external, and assess whether monitoring
tools are appropriately configured, tested, and updated
implement logging and monitoring programs sufficient to track traffic to and
from its servers
delete, destroy, and purge the PII . . . unless Aeries can provide the Court a
reasonable justification for the retention and use of such information when
weighed against the privacy interests of Plaintiffs .

N/A

CIS Control 13: Data Protection
CIS Control 14: Controlled Access Based on the Need to Know

CIS Control 13: Data Protection

CIS Control 3: Continuous Vulnerability Management

CIS Control 5: Secure Configurations for Hardware and Software
on Mobile Devices, Laptops, Workstations and Servers

CIS Control 17: Implement a Security Awareness and Training
Program

CIS Control 8: Malware Defenses

CIS Control 9: Limitation and Control of Network Ports, Protocols,
and Services

CIS Control 11: Secure Configuration for Network Devices, such
as Firewalls, Routers, and Switches

CIS Control 14: Controlled Access Based on the Need to Know
CIS Control 9: Limitation and Control of Network Ports, Protocols,
and Services

CIS Control 17: Implement a Security Awareness and Training
Program

CIS Control 17: Implement a Security Awareness and Training
Program
CIS Control 19: Incident Response and Management

CIS Control 19: Incident Response and Management
CIS Control 20: Penetration Tests and Red Team Exercises

CIS Control 6: Maintenance, Monitoring and Analysis of Audit
Logs

CIS Control 1: Inventory and Control of Hardware Assets
CIS Control 2: Inventory and Control of Software Assets
CIS Control 7: Email and Web Browser Protections

CIS Control 10: Data Recovery Capabilities

CIS Control 15: Wireless Access Control

CIS Control 18: Application Software Security


https://learn.cisecurity.org/cis-controls-download
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